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Port Num Service Why it is phun!

7 echo Host repearts what you type

9 discard Dev/null

11 systat Lots of info on users

13 daytime Time and date at computers location

15 netstat Tremendous info on networks

19 chargen Pours out a stream of ASCII characters.

21 ftp Transfers files

23 telnet Where you log in.

25 smpt Forge email

37 time Time

39 rip Resource location

43 whois Info on hosts and networks

53 domain Nameserver

70 gopher Out-of-date info hunter

79 finger Lots of info on users

80 http Web server

110 pop Incoming email

119 nntp Usenet news groups -- forge posts, cancels

443 shttp Another web server

512 biff Mail notification

513 rlogin Remote login
who Remote who and uptime

514 shell Remote command, no password used!
syslog Remote system logging




520 route Routing information protocol
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‘ http://www.ietf.org/rfc/xxxxxxx.txt ‘
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paS b 505 wg0
‘http://www.ietf.org/rfc/rfc791.txt ‘

WRFC (0 00)9p4ia0 S
+General Information
RFC1360 IAB Official Protocol Standards
RFC1340 Assigned Numbers
RFC1208 Glossary of Networking Terms
RFC1180 TCP/IP Tutorial
RFC1178 Choosing a Name for Your Computer
RFC1175 FYI on Where to Start:
A Bibliography of Inter-networking Information
RFC1173 Responsibilities of Host and Network Managers:
A Summary of the Oral Tradition of the Internet
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RFC1166 Internet Numbers

RFC1127 Perspective on the Host Requirements RFCs

RFC1123 Requirements for Internet Hosts—Application and Support
RFC1122 Requirements for Internet Hosts—Communication Layers
RFC1118 Hitchhiker"s Guide to the Internet

RFC1011 Official Internet Protocol

RFC1009 Requirements for Internet Gateways

RFC980 Protocol Document Order Information

+TCP and UDP

RFC1072 TCP Extensions for Long-Delay Paths

RFC896 Congestion Control in IP/TCP Internetworks
RFC879 TCP Maximum Segment Size and Related Topics
RFC813 Window and Acknowledgment Strategy in TCP
RFC793 Transmission Control Protocol

RFC768 User Datagram Protocol

+IP and ICMP

RFC1219 On the Assignment of Subnet Numbers

RFC1112 Host Extensions for IP Multicasting

RFC1088 Standard for the Transmission of IP Datagrams over
NetBIOS Networks

RFC950 Internet Standard Subnetting Procedure

RFC932 Subnetwork Addressing Schema

RFC922 Broadcasting Internet Datagrams in the Presence of Subnets

RFC9I9 Broadcasting Internet Datagrams

RFC886 Proposed Standard for Message Header Munging

RFC815 IP Datagram Reassembly Algorithms

RFC814 Names, Addresses, Ports, and Routes

12




RFC792 Internet Control Message Protocol
RFC791 Internet Protocol
RFC781 Specification of the Internet Protocol (IP) Timestamp Option

+Lower Layers

RFC1236 IP to X.121 Address Mapping for DDN

RFC1220 Point-to-Point Protocol Extensions for Bridging

RFC1209 Transmission of IP Datagrams over the SMDS Service

RFC1201 Transmitting IP Traffic over ARCNET Networks

RFC1188 Proposed Standard for the Transmission of IP Datagrams
over FDDI Networks

RFC1172 Point-to-Point Protocol Initial Configuration Options

RFC1171 Point-to-Point Protocol for the Transmission of
Multiprotocol Datagrams over Point-to-Point Links

RFC1149 Standard for the Transmission of IP Datagrams on Avian
Carriers

RFC1055 Nonstandard for Transmission of IP Datagrams over
Serial Lines: SLIP

RFC1044 Internet Protocol on Network System"s HYPERchannel:
Protocol Specification

RFC1042 Standard for the Transmission of IP Datagrams over
IEEE 802 Networks

RFC1027 Using ARP to Implement Transparent Subnet Gateways

RFC903 Reverse Address Resolution Protocol

RFC895 Standard for the Transmission of IP Datagrams over
Experimental Ethernet Networks

RFC894 Standard for the Transmission of IP Datagrams over
Ethernet Networks

RFC893 Trailer Encapsulations
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RFC877 Standard for the Transmission of IP Datagrams over

Public Data Networks

+Bootstrapping

RFC1084 BOOTP Vendor Information Extensions
RFC951 Bootstrap Protocol

RFC906 Bootstrap Loading Using TFTP

+Domain Name System

RFC1101 DNS Encoding of Network Names and Other Types
RFC1035 Domain Names—Implementation and Specification
RFC1034 Domain Names—Concepts and Facilities

RFC1033 Domain Administrators Operations Guide

RFC1032 Domain Administrators Guide

RFC974 Mail Routing and the Domain System

RFC920 Domain Requirements

RFC799 Internet Name Domains

+File Transfer and File Access

RFC1094 NFS: Network File System Protocol Specification
RFC1068 Background File Transfer Program (BFTP)
RFC959 File Transfer Protocol

RFC949 FTP Unique-Named Store Command

RFC783 TFTP Protocol (Revision 2)

RFC775 Directory Oriented FTP Commands

+Mail
RFC1341 MIME (Multipurpose Internet Mail Extensions) Mechanisms for

Specifying and Describing the Format of Internet Message

14




Bodies
RFC1143 Q Method of Implementing Telnet Option Negotiation
RFC1090 SMTP on X.25
RFC1056 PCMAIL: A Distributed Mail System for Personal Computers
RFC974 Mail Routing and the Domain System
RFC822 Standard for the Format of ARPA Internet Text Messages
RFC821 Simple Mail Transfer Protocol

+Routing Protocols
RFC1267 A Border Gateway Protocol 3 (BGP-3)
RFC1247 OSPF version 2
RFC1222 Advancing the NSFNET Routing Architecture
RFC1195 Use of OSI IS-IS for Routing in TCP/IP and Dual Environments
RFC1164 Application of the Border Gateway Protocol in the Internet
RFC1163 Border Gateway Protocol (BGP)
RFC1136 Administrative Domains and Routing Domains:
A Model for Routing in the Internet
RFC1074 NSFNET Backbone SPF-Based Interior Gateway Protocol
RFC1058 Routing Information Protocol
RFC911 EGP ateway under Berkeley UNIX 4.2
RFC904 Exterior Gateway Protocol Formal Specification
RFC888 STUB Exterior Gateway Protocol
RFC827 Exterior Gateway Protocol (EGP)
RFC823 DARPA Internet Gateway

+Routing Performance and Policy
RFC1254 Gateway Congestion Control Survey
RFC1246 Experience with the OSPF Protocol
RFC1245 OSPF Protocol Analysis
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RFC1125 Policy Requirements for Inter-Administrative Domain Routing
RFC1124 Policy Issues in Interconnecting Networks
RFC1104 Models of Policy-Based Routing

RFC1102 Policy Routing in Internet Protocols

+Terminal Access

RFC1205 Telnet 5250 Interface

RFC1198 FYI on the X Window System

RFC1184 Telnet Linemode Option

RFC1091 Telnet Terminal-Type Option

RFC1080 Telnet Remote Flow Control Option
RFC1079 Telnet Terminal Speed Option

RFC1073 Telnet Window Size Option

RFC1053 Telnet X.3 PAD Option

RFC1043 Telnet Data Entry Terminal Option: DODIIS Implementation
RFC1041 Telnet 3270 Regime Option

RFC1013 X Window System Protocol, version 11: Alpha Update
RFC946 Telnet Terminal Location Number Option
RFC933 Output Marking Telnet Option

RFC885 Telnet End of Record Option

RFC861 Telnet Extended Options: List Option
RFC860 Telnet Timing Mark Option

RFC859 Telnet Status Option

RFC858 Telnet Suppress Go Ahead Option
RFC857 Telnet Echo Option

RFC856 Telnet Binary Transmission

RFC855 Telnet Option Specifications

RFC854 Telnet Protocol Specification

RFC779 Telnet Send-Location Option
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RFC749 Telnet SUPDUP-Output Option

RFC736 Telnet SUPDUP Option

RFC732 Telnet Data Entry Terminal Option

RFC727 Telnet Logout Option

RFC726 Remote Controlled Transmission and Echoing Telnet Option
RFC698 Telnet Extended ASCII Option

+Other Applications
RFC1196 Finger User Information Protocol
RFC1179 Line Printer Daemon Protocol
RFC1129 Internet Time Synchronization: The Network Time Protocol
RFC1119 Network Time Protocol (version 2) Specification
and Implementation
RFC1057 RPC: Remote Procedure Call Protocol Specification: Version 2
RFC1014 XDR: External Data Representation Standard
RFC954 NICNAME/WHOIS
RFC868 Time Protocol
RFC867 Daytime Protocol
RFC866 Active Users
RFC865 Quote of the Day Protocol,
RFC864 Character Generator Protocol
RFC863 Discard Protocol
RFC862 Echo Protocol

Network Management

RFC1271 Remote Network Monitoring Management Information Base
RFC1253 OSPE version 2: Management Information Base

RFC1243 Appletalk Management Information Base

RFC1239 Reassignment of Experimental MIBs to Standard MIBs
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RFC1238 CLNS MIB for Use with Connectionless Network Protocol (ISO
8473) and End System to Intermediate System (ISO 9542)

RFC1233 Definitions of Managed Objects for the DS3 Interface Type

RFC1232 Definitions of Managed Objects for the DS1 Interface Type

RFC1231 IEEE 802.5 Token Ring MIB

RFC1230 IEEE 802.4 Token Bus MIB

RFC1229 Extensions to the Generic-Interface MIB

RFC1228 SNMP-DPI: Simple Network Management Protocol Distributed
Program Interface

RFC1227 SNMP MUX protocol and MIB

RFC1224 Techniques for Managing Asynchronously Generated Alerts

RFC1215 Convention for Defining Traps for Use with the SNMP

RFC1214 OSI Internet Management: Management Information Base

RFC1213 Management Information Base for Network Management of
TCP/IP-based Internets: MiB-II

RFC1212 Concise MIB Definitions

RFC1187 Bulk Table Retrieval with the SNMP

RFC1157 Simple Network Management Protocol (SNMP)

RFC1156 Management Information Base for Network Management of
TCP/IP-based Internets

RFC1155 Structure and Identification of Management Information for
TCP/IP-Based Internets

RFC1147 FYI on a Network Management Tool Catalog: Tools for
Monitoring
and Debugging TCP/IP Internets and Interconnected Devices

RFC1089 SNMP over Ethernet

+Tunneling

RFC1241 Scheme for an Internet Encapsulation Protocol: Version 1
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RFC1234 Tunneling IPX Traffic through IP Networks

RFC1088 Standard for the Transmission of IP Datagrams over
NetBIOS Networks

RFC1002 Protocol Standard for a NetBIOS Service on a TCP/UDP
Transport: Detailed Specifications

RFC1001 Protocol Standard for a NetBIOS Service on a TCP/UDP

Transport: Concepts and Methods

+0SI

RFC1240 OSI Connectionless Transport Services on Top of UDP:
Version 1

RFC1237 Guidelines for OSI NSAP Allocation in the Internet

RFC1169 Explaining the Role of GOSIP

+Security

RFC1244 Site Security Handbook

RFC1115 Privacy Enhancement for Internet Electronic Mail:
Part III Algorithms, Modes, and Identifiers [Draft]

RFC1114 Privacy Enhancement for Internet Electronic Mail:
Part II Certificate-Based Key Management [Draft]

RFC1113 Privacy Enhancement for Internet Electronic Mail: Part I—
Message Encipherment and Authentication Procedures [Draft]

RFC1108 Security Options for the Internet Protocol

+Miscellaneous
RFC1251 Who"s Who in the Internet: Biographies of
IAB, IESG, and IRSG Members
RFC1207 FYI on Questions and Answers: Answers to Commonly

Asked "Experienced Internet User
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RFC1206 FYI on Questions and Answers: Answers to Commonly

Asked "New Internet User" Questions
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Start > Programs > Accessories > Command Prompt

cmd L command :sewwgio RUn coowd s> -1

(9w TP W3S awy) Ul il gupsl Giuwsils U ol S ip 0SS law

towd (salizo Slpaig, S ul sl

355900 Oal Caoad 5> L auds ,Lid |, Enter g asS b |, ww)sl Internet Explorer (IE) s -)
Ll awilgicswo 9 dguiesw 035 Uiwslos ip (sdligS wae Sl adax) x> 51 gy Status Bar (suss
@S> U ) 3, paSe axin 5l aulgicsw cowl 0ligS Slown wan ol Jdob 31 0SS codlss
Ll Ctrl4+V SoS a0 (s axbn S 0s,S 5L 5l a2 5SW8LS 138l0,0 U s 9 ( Print Screen
(-; Slaslaos ol) e ] .auS oadliwe

oad> plil www.yahoo.com sy, |, S ¢l SSI

|
) Connecting to site 64.58,76,229

Mstart| | 7] @ @) @ || £

.owl Www.yahoo.com sl ip o,lecs Uled aS
D> o0 oy aS il obinil MolS cowl Sow guli s
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13S sl command prompt s |, ping jgiws -Y
ping domain
9 oo ju> Sy ping wsdeol LB @) esS abhs Mo |, culw ol ip pilgicse s oul 5o
L paattgi o lbw 1P W,S oy Shy Wi . (ewS s oslaiwlegw vl ouls wsS atine
ping sazin.com
Lpgiis s wlg> o

Pinging sazin.com [63.148.227.65] with 32 bytes of data:

Reply from 63.148.227.65: bytes=32 time=821ms TTL=111
Reply from 63.148.227.65: bytes=32 time=821ms TTL=111
Reply from 63.148.227.65: bytes=32 time=822ms TTL=111
Reply from 63.148.227.65: bytes=32 time=811ms TTL=111

Ping statistics for 63.148.227.65:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 811ms, Maximum = 822ms, Average = 818ms

ol TFVEA YTV, 0 Guslw ip aS awlo,d s adas>Vo
il .cowl Vlod Llg> (S 53l www.sazin.com sl sazin.com slsa |, ping giws S|

g dlgs wylasio Jols sloulsg> S50 slacylw sl

idolS | gl lasy wcwl ol Slacglw (vasy a0 0SS WhOis Givgy GuidelS 9 Saes g, -T
135S b 593 555950 55 [ 505 pwdl LeS e 9y Uiuiig, Med (89 o3 50 Baoss

‘http: [/ /www.samspade.org/t/ipwhois?a=>xxxxx
20U L 505 ool 95 51 Sy sazin.com sl Mo awsS i 1) b 5,00 Guwysl Xxxxxx slsay as
15,5 b

‘http://www.samspade.org/t/ipwhois?a=sazin.com
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http://www.samspade.org/t/ipwhois?a=www.sazin.com
roowl y05 Wigo U e Lol axas )y aS S
whois -h magic 63.148.227.65

sazin.com resolves to 63.148.227.65

Trying whois -h whois.arin.net 63.148.227.65

Qwest Communications NET-QWEST-BLKS-2 (NET-63-144-0-0-1)
63.144.0.0 - 63.151.255.255

Neutron Digital Media Corp. QWST-63-148-224 (NET-63-148-224-0-1)
63.148.224.0 - 63.148.231.255

# ARIN Whois database, last updated 2002-09-04 19:05

# Enter ? for additional hints on searching ARIN"s Whois database.

owl 030D 5S35 095 9 Jgl Lhaw 53 ip Gyl @S

s | 05 ol peuds pll yahoo S50 colw Sl | 53T Gig, 95 S|

: ping yiwg, <--

12,0A,V1,YYA <==== www.yahoo.com
T1L,YYA VY, VAN <==== yahoo.com

: Whois g, <--

TLYIA VY AT <==== www.yahoo.com g...
TL,YIA V), VAN <==== yahoo.com g 715,0A,VQ,YY

oS 03wl Whois 1 cowl jigs L aS cowl Ol SbsS Juols gyl
ip SWyw,dl S pusaniti

oadd s 2ot b il aS asls sdae 3,0,8 (C,B,A (i) Jsl
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uldip Guix aulw LS| Gululy e oslaiwl sl 5l ip (8,3 sl domain wuw pKis

J.ugi@npﬁ/r\ |) U..ALS qu ol ))J_)ls).,g gSLQU.u\lS ClJ.o..>)|p.®

ol ccawl YYY 9 1AY u XXX aS sguisw Jolw | sip ploi gwMS cul oul :C ywMS -Y
Oz ala> oul) sySeso Bl udscso Sl dial-up wloas aS (suld ISP @y Vgoso LuMS
ol ASse 1D paix s Juaie oyl @ dial-up wigoa ST Gulnly (o A

AiggS e o [YE |, S
ol LYYV sae B s @ g A GwlMS 55 @ L xxX aS owl oul Mlisw Ui @S sJlgaw
TV, o500 Wio ol 000 955, Oloses iguolS Ly 1TV @S cowl ol Olg> S3gi s

.Wlosg> susy localhost (suses Vooso
i U JLlail jl ass Ulsgs ip U 9l Cuwday
15505 d9>9 suglase Slpal, SISl sy

oy o aulo 4 Ol Us,S b b o wcwl ipconfig Heiws 5l oslaiwl ol Guyicusl, -)

Windows 2000 IP Configuration

PPP adapter neda:

Connection-specific DNS Suffix . :

IP Address. . ..........:217.66.198.116
Subnet Mask . ..........:255.255.255.255
Default Gateway . ........:217.66.198.116

(25:50 03550 M8 | (sunsSg,0 aliuno) .+ winw Ip Address jaw 55 3lgicsw |, O ip Guydl aS
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command > |, netstat -n ,giw> a2 9 1S U axsn S PS> ol 4 Jlail I oy -Y
Loy 515 aulis 4 Hgiws (ul b b o . auiS G prompt

Active Connections

Proto Local Address Foreign Address State

TCP 217.66.198.116:2469 64.58.76.177:80 ESTABLISHED
TCP 217.66.198.116:2471 66.163.175.130:80  ESTABLISHED
TCP 217.66.198.116:2473 212.73.194.143:80 ESTABLISHED
TCP 217.66.198.116:2474 212.73.194.143:80  ESTABLISHED
TCP 217.66.198.116:2476 212.73.194.136:80  SYN_SENT

Ol 53 o ip el wcowl Jlasl Ol 55 oo ip yls L8 Local Address w)lie 505 aS Csigiw

owl ovg VIV, T AAN T JLasl

yahoo messenger U chat o5 Jslie O ,b ip U,S law
S Cswou HlS aZus OV oL (swoud8 ivg, ol 1SS
9 30> ol @ dial-up W Jlail Sy lowiws Jio aS (sawS Wio wainMS S5 0,05 pudlgs>sw
5,8 wleMbl wuwS (S sw chat loow U s,ls Lo,
sb ugips plezso awud> ol 5> wcowgl ip g wiS WL aS SlaaSs sl pd 3y90 ol >
Juigicse Syshx (Swe W PM wjg.o 4y Yahoo messenger gi,b 5l e 4 b a8y aS e
bhss aS piS s 429 w0 AS i LS BB gy ol S 35S azgi Wb Al S a9, Gl ip
DS G Al e S L
S b ) 5oy Sl ygiows 5l S

netstat -n

netstat

L ol yigasolS ol Wlgicso o8 95 seiws 9 wwl Julio Byb ip LSS lawy Sy ol Heiws
A wlin loow Sy

e 5o aulo 9 03,5 b |, netstat -n ,giws oo

Active Connections
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Proto Local Address Foreign Address State
TCP 195.219.176.126:1296 66.163.173.77:5050 ESTABLISHED
TCP 195.219.176.126:1341 66.218.75.149:80 LAST_ACK
TCP 195.219.176.126:1325 212.234.112.74:5101 SYN_SENT
Foreign |, Local Address > aS auSsw law ) S)lbaw aS cowl ol S sw aS S8 sl
55 by wcowlo Sb 5500 Shw o3 Jhw Jlo oul 5y ausl asals 01+ wygy ol Address
Local Address weiw > S aidl .cowl 01 <) Ul wygs >l Jaw 5l Foreign Address wgiw
Foreign Address ugiw ;| |, Jlio @,b ip 5,8 1w 1) sl Of (sidg .5,S (w0 (58,9 (39 od
owl VIV, YYENT,VE Llao B,b ip Jlio cul 55 wowScsw oy slaw Olos
Lo Ay L awlio @ 3,5 sw oslaiwl netstat 5l « netstat -n slsa, 3|

Active Connections

Proto Local Address Foreign Address State

TCP artawill...:1296 ¢s55.msg.sc5.yahoo.com:5050 ESTABLISHED

TCP  artawill...: 1298 dl3.yahoo.com:http TIME_WAIT

TCP artawill...: 1325 Majid:5101 SYN_SENT

How Vlod 3590 5,5 9 Wloas Jaw woawl Sld Usles @ W ip and aS aulo,d sw ala>Vo

dial- Jlae Db aS (s> s aul) aungicso 1 3,9 yignolS powl Jlio Byb ip sl @ 53l
(S0 B)9 auad (auwls up

LS so ol |, netstat -n giws 0,Lgs> 9 .3gi s Wlol pd LS5 pM K aS auS U, V>
i b o aulo V>

Active Connections

Proto Local Address Foreign Address State
TCP  195.219.176.126:1296 66.163.173.77:5050 ESTABLISHED
TCP 195.219.176.126:1344 64.58.77.197:80 ESTABLISHED
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TCP  195.219.176.126:5101 212.234.112.74:3735 ESTABLISHED
TCP  195.219.176.126:5101 194.225.184.95:1460 ESTABLISHED
@ b YIV,YYE NI, VE aS eilsisw ug> 9 (aunl 0Y+) wyg Shls as o)ls Jlaaw gy VI

owl (w09 pM 4y bgio 1AL, YY0,1AL,90 Gy 90 (slud 5
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€G> Whois

5 wleMbl uwS Ulod Whois ;I bo jghio Med (sJg sls al)l Ulgi_swos whois sl (8IS e
(oo Lusl ip @y domain Juaw Sl whois 5l csuols £65 b Mad) Lcawl culw S5 5,90

W) domain &G L g ip o)locis SU 5590 5> wleMbl wuwS od> pll pdlg> 5w 390l aS s,S
S U sdbay 9 0w oy woyil a4 b wleMbl (ol oS Sy waowl gols (irib.com
Ll 51 1 wleMbl g ouuis Juaio 2,5 | ..., domain cui aadsy aS Lols Slaculw Sypw
A0l L by ol 0309 (uleMbl SlassL) database jols Slaculbw ul osS wowlgs)s
8 Ulgicsw I 5 Sgivg, aeulbw 51 wleMbl ¢ul wowsS iy,

poul @ Shgiws loass Jog vyl @ puSeid b puSwier Jole piuwnw Basb 51 SI )
59>9 W Jolepimmw ol Shy aS swols Se,l38l0,0 5l dwlgicse b g .50 s59>9 il ;> whois
59>9 3939 1> Lgiws il 9wl 59309 Soy Lz Usd (g .awS oslawl ( Xwhois Jio) 5,15
Sl

whois S ouigs Sag; @ aS) s,ls dg>9 Sl S8, 9309 > WSS whois sl -Y
SamSpade g Netscan tools ;139105 ol Guxispriao 5l (s> pdles> SU C OL) s | lhwgio
g Ll S ool 0l b siinn i b piS s sby B0 Msd oo lpisl 5l (g ol

L) o> il aS cowl suldeulbw 5l oslaiwl ouuisw LIS @ awwd> (ol 5> b aS i) -

DD o pL_zﬂ o '.S|).;

©,1> 3929 wwldwwlw a> ,> whois s datebase
Sl le ouysepaiw as 15,0 1) dosls ool baylw ;1 ol slass
whois.internic.net (The InterNIC)
whois.onlinenic.com (The OnLineNIC)
whois.arin.net (American Registry for Internet Numbers)
whois.ripe.net (European IP Address Allocations)
whois.apnic.net (European IP Address Allocations)

whois.nic.mil (US Military)
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whois.nic.gov (US Government)
.<owl 0rg , net, com sl domain s wulw Guyispsino wulw sl
5 aSul Sy 9 Ldsw pll |, domain wb Joe (seliseo Slacylw 039 0l aS 1S a>gs
wleMbl LU oS cowS sileMbl (s,ls ol domain S &8lg H> aS) Lols wwlw Sy >)90
Gl LS LS ol We> 9 Canwl 0315 plxil |, domain e aS oy wsilw Ol 5l |, adogyso
L LS ol &S puwiScsw oslaiwl L35 subdeulw 5l (VU Socylw 355 5l oslaiwl sls a
WS dol Scubw 5l L vlasleMbl culps 5 beuwbw Ol 395) JuSsw yioslw o Sy
JSio pd 5L vg wlxbas Guix sl aS cowl SSSa oY L)l bwly Gusr S basd g
w5y b wleMbl cawsS Sy o a8Me 5500 wylbw (oww
http://www.samspade.org/t/whois?a=>00xxxxx
595 555000 55 |y alols Gl 9 puangicswe il ip b9 culw gyl x00oixxxx Sl as
Lpaatsgi o o 9l cowsay (sileMbl sazin.com wulw 3,90 55 edlgsy LS| Wis . owiwcso
http://www.samspade.org/t/whois?a=sazin.com
tuliswe caws @y 55 oleMbl g
sazin.com is registered with BULKREGISTER.COM, INC. - redirecting

to whois.bulkregister.com

whois -h whois.bulkregister.com sazin.com

The data in Bulkregister.com"s WHOIS ........ccccooeveennnnn. (deleted)
SazinNetWork

2nd.Floor,Bldg#116,Mollasadra Ave.

Tehran, TEH 14358

IR

Domain Name: SAZIN.COM

Administrative Contact:
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Mohammad Hajati mjhajati@hotmail.com
Sazin Rasaneh Co.
4th.Floor,Bldg.339,Mirdamad Ave.
Tehran, TEH 19696
IR
Phone: +98 21 8787064
Fax: +98 21 8789841

Technical Contact:
Mohammad Hajati mjhajati@hotmail.com
Sazin Rasaneh Co.
4th.Floor,Bldg.339,Mirdamad Ave.
Tehran, TEH 19696
IR
Phone: +98 21 8787064
Fax: +98 21 8789841

Record updated on 2002-03-02 05:47:36

Record created on 1999-05-10

Record expires on 2007-05-10

Database last updated on 2002-09-15 08:58:02 EST

Domain servers in listed order:

DNS.SAZIN.COM 80.78.134.221
S1.SAZIN.COM 63.148.227.63
S2.SAZIN.COM 63.148.227.64

39l Cowsau Ulgicsw (g il 4 L culbw ol 3,90 55 Sl wleMbl aS auS e ab>Mo

NG |) i S\2b9 )bJ)Le.bl UT J - B 9 Uxo D>)90 )d UISJ( S\OJ M)Ll
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5 Jlo ol 5> aS) Domain servers L DNS Servers caoawd s | wleMbl ¢ujyiopo 51 Solass
SoS @ aS pSsw M=d (g 35 podles zuogi Wuw,sl Gl 3590 55 1ags Ao (5,05 418 51
Ulgicsw NSIOoKUp ol @ S)giws SoS A pusygl cowdss 531 55 aS uwpsl 1z Guod

AScsw b x93 aS 5,90 Cowsay Syl U wleMbl

whois G o>l

Sy o0 L, wleMbl wuwsS) dns whois G .05, Cu=o dns whois g ip whois 5,50 ;> W8
p30w olsl g, (Lol domain

o Sl aS alsiso (il 05,5 w9, Whois ¢l S31 .05, esleiwl SamSpade wulw i
diols Shls aS cowl wldcubw Ul Jbo .ad5wi wls> (b (awols) domain ;I s,w
pi r @ aS wsS b ol wldhes> Sadels 390 5 siwd Ulyl Mo uldhe>
S swi L8 SamSpade wulw whois ;s aS s,5,s Jlio .( neda.net.ir :Mio ) g sw
5 ash wleasiu wos internic.net > aS sawd .org , .net , .com Slaaiols ;I Sslass
aS sl domain wuw yuw Jlw a= . sanjesh.org Wie ) wloass wus domainpeople.com
o ool 5505 OV (sJg sgu internic.net @y aizo (idgs Org, Net, com og,S ;>

£9i 3l aS cowl domain ol g9 @ asgi (uds plxsl BL ws,S Whois Sy LU oo aS s,8

s asS oslawl 55 Sdculw 5l S5l Ul 5l as ... 9 Cowl biz b cowl ir b caowl com

:internic.net -\

museum , int , info , coop , biz , arpa, aero sl .wuwl Jle edu , org , net, com sl
g o3laiwl Wlgiswo pd

lowsiowo dwlgicsw U http://www.internic.net/whois.html ;| cowl o,le abgi,o w9 axan
Aagis 5S,90 53

Ska as whois_nic=xxxxxxxx&http://www.internic.net/cgi/whois?type=domain

far30.com :acwugis L Mio XXXXXXXX

: nic.ir -Y
Y WV oslewl ir \5'))

http://whois.nic.it/ ;I cewl o,le abgyjo g axsn
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D Www.tv -Y

owl Jle cc, info, biz, tv sl

aa9is 5S 5950 > lowdiwe Awlgi sw b hitp:/www.tv/ 5l cowl w)lic alogs o Wy axan
tld=zzzz&http://www.tv/en-def-8e33e8cfSe3c/cgi-bin/whois.cgi?domain=yyyyyy

U 2227 S5 @, 9 hack g 1L YYYYY Sl> a4 0uS whois |, hack.tv e ewdlgxs ;S| aS

tV awngin

: domainpeople.com -¥
wl Jleinfo, org , net, com, name , biz sl

http://whois.domainpeople.com/ ;| cwl o)le abgs o L9 axan

aS cowl Ul cle cowl Syiuie ¥ 9 ) 5 0rg , net , com awlod sw aha>Mo aS ghilos
aS WS i (59,9 Us)S Whois Sl sy Bigiso wud wolex > Wsvas 9 (sl > W vas
S s Q)_g,g_l_w 9 )i;.ux.& Uo> Q\O)LP L asS oslawl Lsx]g| )'| Low

nslookup ;! o>luiw! SigS>

Joiwd SoS @ ( Whois i,b 1) euiol 03,91 cowsay |, eyl S DNS Server aS  sudg

@ Hgiwd ol eslaiwl @y, 558 Iy colw Ol 5590 55 s8lol (sileMbl Ulgi sw Nslookup

oowl 5 g0

Cowday suleMbl (far30.com) pse3> wwulw Domain Server ;| pbdlg>so o aS 1uS (6,9

:>,|> Server DNS |, Name Server Ugs aS puwmiswo ouS Whois b ol @ S31 .0l
sl.sazin.com

s2.sazin.com

oS 9y polgicsw 9 p,ls |, com.far30 a, bgs e DNS Server su,sl ,5s Vs

oS sw >l 9 asiigs prompt command s |, nslookup ,giows -\
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C:\>nslookup
pimcse |, ol o
*** Can"t find server name for address 192.168.20.3: Non-exi...
*** Can"t find server name for address 192.168.20.1: Non-exi...
*** Default servers are not available
Default Server: UnKnown

Address: 192.168.20.3

>

DS b ) wlhgiows awlgicsw locss (susy < woMe

> server dns_server
Culw Shy Gy ooawgis 1) bis,g0 culw DNS Server guysl U dns_server sls a, as

30 sw far30.com

> server sl.sazin.com

Lpgi s wlg> 9

Default Server: sl.sazin.com

Address: 63.148.227.63

DNS 5l aslgicso 505 9 3iS b [y sesws ol 0,L95 1L S Uas pley al>s0 ol 5> S

oS 03laiwl « pud,9l wwsay, far30.com sl whois ;s aS swg> Server

S ol b s gsews <Y
‘> set type=any ‘

oslise Cowsas | wleMbl 5 Hgiws SoS @ Vs -¥

‘> Is-d site name. ‘

3w sw far30.com sl as

‘>Is -d far30.com. ‘
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Syob ool ol yip pd s placsliS (dot) abaws o wulw powl 5l a2 @S auS wds

g Jol> 505 ol s

[sl.sazin.com]

far30.com. SOA sl.sazin.com admin.sazin.com.
(2002070412 3600 600 86400 3600)

far30.com. A 63.148.227.65

far30.com. NS  sl.sazin.com

far30.com. NS s2.sazin.com

far30.com. MX 10 mail.far30.com

far30.com. MX 15 far30.com

CNAME far30.com ftp

mail A 63.148.227.65
WwWw CNAME far30.com
far30.com. SOA sl.sazin.com admin.sazin.com.

(2002070412 3600 600 86400 3600)

>

oleMbl pd S gboumod el 51 ams sy 5,5 pdles cuzo Lol S5 5,08 3,00 5> o
._).j)|> ._S\z.bb
g sw g, nslookup ;l 9 05,5 wub > Lilas |, exit jeiws -0

b plwl neda.net.ir coulw 3,80 55 1) L8 Guod o0 Sy locw
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€ Cumn> UDP g TCP

3,5 Saiupnds (saliko SV a4, Ulgicsw 39,000 L8 sl bla,l sl as TCP/IP Jaw
Joliv 595 aS wwl host2host bls)l a4V (aV ool 51 sSo bl (esisw guogi iviw las as
: UDP g TCP Slpob av el JSig,u 9

: TCP (Transmission Control Protocol) -\

wgmuxo UDP @ cuni Syiope JSion Veol 9 cowl yislescl L g Lised JShgn ol
Dl p ) Uas J,uS gldvaiwn (il ublss JSigs cul wgis0

: User Datagram Protocol) UDP) -Y

owl TCP @y asuwlg s)lg0 5l (b 55 9 wewl 0aui s>Lb overflow juslS sy JSigu ol
ol oS D8 blil 05 JisaolS Su e, pols wier S L siBs aS ol il ppo WS
2bi sl seols SiguolS Sy pudlgs o (589 wulrlu 3wl UDP L TCP ggs 5l ailgicsw bls,l

3940 (o Wb 93,8 puS oy B9

FYOYT U o S, -)

L sginse oslaiwl pols ugrw So Sy plaS,0 Vgowo 9 wd LUy Gusispsie
Aloons Lusl Jud wlud> s aygy ol 5l Sslass

1 £910) U)o TE Sw,gs -T

L aS (sidy asly sisouns awise (ssipinl Sdpamgrw 5l Szud U laswin ayg, 51 Srw ol
513810, «( Netscape Navigator |, Internet Explore Jio)cw il ,359,0 il aSi [l &
Cute-FTP L WS-FTP Jio) FTP sla,l8l0, «( Edura b Outlook Jio) E-mail «dl,s 9 JLuw,)l
€9 a>9i b) jorw b bli)l S g 0 5L random wjgo @ wgr ol 51 Sy 3uiS s LS (
JLu,l osls 9 oauiw 53,0 (ewl VYT U+ Slaw,g) 5l sSu aS ads s aS (sl Juurg yaw
Sl o g wjgr 9 el conwd ul Sladwgy 5l Sy e iy usy L digbe 8Ly 9

AiugS s od ol register slaw,g |, bw,es Syw Gul.csuVU slaw,g
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:00Y0 U £3)10Y SWw,gs -T
Sy rw Syw S Shy Ll cowlwl 3,058 . 0g e oslaiwl wya wa,e 51 Syw ol
ol asdl ool (wawl JiguolS Us,S Hack sl as) Wtrojan lowgi b 9 wowl (saoinl Lol
Linod DS puwss ol 9 AuSsw oslawl pd T ws, Sbbw,g 5l W, 20 Slatrojan ;l
1oYSE SYL 9 VoVE 55 acwdes @ |y o, a8 aS cowl wle Guoda 9 s 18,

B9y G Jaoss

s ol 0o b SdelS e S VY eSS cuo usy puiege S0 5> 9> Al >
S SIS Al Al az>lbo Shy JolS b g0 Sy audlg>s0 SIS w0
Sul>gy by WSws BUl>gy 390 5 i gud YU So 5 9 saxol s S wds
Aol bl Gy 393 Sl )y aS )ls Lo, G Wigr S Sy ol oL disliow

Ports TCP/UDP  Service or Application

7 tcp echo

11 tcp systat

19 tcp chargen

21 tcp ftp-data

22 tcp ssh

23 tcp telnet

25 tcp smtp

42 tcp nameserver
43 tcp whois

49 udp tacacs

53 udp dns-lookup
53 tcp dns-zone
66 tcp oracle-sglnet
69 udp tftp

79 tcp finger
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80

81

88

109
110
111
118
119
135
139
143
161
162
179
256
389
396
407
443
445
445
500
513
513
514
514
515
515
520

tep
tcp
tep
tep
tcp
tep
tcp
tep
tcp
tep
tcp
udp
udp
tep
tep
tcp
tep
tcp
tep
tcp
udp
udp
tep
udp
tcp
udp
tcp
udp
udp

http
alternative for http
kerberos or alternative for http
pop2
pop3
sunrpc
sqlserv
nntp
ntrpc-or-dec
netbios
imap
snmp
snmp-trap
bgp
snmp-checkpoint
Idap
netware-ip
timbuktu
https/ssl
ms-smb-alternate
ms-smb-alternate
ipsec-internet-key-exchange (ike)
rlogin
rwho
rshell
syslog
printer
printer

router
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524

799

1080
1313
1352
1433
1494
1498
1524
1525
1527
1723
1745
2000
2001
2049
2301
2447
2998
3268
3268
3300
3306
3351
3389
4001
4045
5631
5800

tep
tcp
tep
tep
tcp
tep
tcp
tep
tcp
tep
tcp
tep
tcp
tep
tep
tcp
tep
tcp
tep
tcp
udp
tcp
tep
tcp
tcp
tep
tcp
tep
tcp

netware-ncp
remotely possible
socks
bmc-patrol-db
notes

ms-sq|

citrix
sybase-sql-anywhere
ingres-lock
oracle-srv

oracle-tli

pptp
winsock-proxy
remotely-anywhere
cisco-mgmt

nfs

compag-web
openview

realsecure

ms-active-dir-global-catalog

ms-active-dir-global-catalog

bmc-patrol-agent
mysq|

ssql

ms-termserv
cisco-mgmt
nfs-lockd
pcanywhere

vnc
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6000
6001
6549
6667
8000
8001
8002
8080
9001
12345
26000
31337
32771
32780
43188
65301

tep
tcp
tep
tep
tcp
tep
tcp
tep
tcp
tep
tcp
udp
tcp
udp
tep
tcp

xwindows
cisco-mgmt
apc
irc
web
web
web
web
cisco-xremote
netbus
quake
backorifice
rpc-solaris
snmp-solaris
reachout

pcanywhere-def

€pwis Telnet w,9) S @ AgS>

Vooso aill) oS Telnet wygr Ol @ Wb 50 vy, looss Sy Whgs Su 3,Sloe aSiul sl

prompt command ,> us,S telnet sy (guiv HLd, Wb il U bl 9 cowl aiuw Vooso

S b b a5 gsws

telnet hostname portnum

porthum Sloas 9 3uSsw Sl I wulw oL L g ip o,lew hostname sloa, jgiws il s

L, b 9 caclw aS 'Y wigs @ 0s,S wali Sy Wie .Jdga> 5l ol Usleoe b g9 wyes o)lonis

Faugicswe WWW.IUMS.AC.IT powl @  S5igu0lS )5 AdS sw Cowday

telnet iums.ac.ir 13

telnet iums.ac.ir daytime

Aiiwd od Jdoleo wlhhgiws ¢l 93 L
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Loy cddsosw ol wolw S 0s)S S sl ;S8 S aS wowl s, Gdsl Veoso ws,S wuls
ogo sl OleMbl Sol> Vgaze Ggrw O o, U iy 90 > B 5l oz

s
wils UsSUsS slacg 9 wlie SayisnolS @ (s2dly ,SB Sy Jio 9 1S g9 OVl aod
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Scanning glgJl

13,15 59>9 Scanning Jgoso g9 9>

: Port Scanning -\

e)gs plaS aS pwilu pudles>so Vs g pulos,S bl |) b 5,60 SWIP L IP Lo wdls ool >
owl U W yigunolS Ul g,

: IP Scanning -Y

down WelaS ¢ up WelaS ¢ ip acgoxo S G 5l &S pwily pudlgs s SiuSewl ol s
G a5 LiguolS 4 4 susy) dsowd Csawpiows JuB OVl W ip plaS Guse Laowud
Adlg> o0 g 2> ) Lola ISP & @y bgyyo IP Spuw SO low aS 2SS 0o,9 (Taowl oauw o3l
o ) b aod g 1S ey | Ll basd b i (Up) Jled plaS alax) ol 55 aS sl

(_)._wbduusbwws@&&w\uwdﬂpqsyi@nwwgn\]w)ls

T b wawl 5L w9 UM pwsSs as sgauswe y19,0 TCP bli)l & 9S>

TCP connect Sy 1b Vgoso @ b el 5U 90w So So) jgr Sy aS oS s aSil Sl
TCP £9 b Med aS »,l> wlixo glgil Port Scanning aS o3, |, ol Jgl .oud> plxil scan
TCP's 3-way ol a aS sl al>ye aw oSwl g9 ol ewls Llise |, connect
1 u9S Lswhandshake

Jlail cowlgz)s (sumo @ aS xiw,9 5w SYN packet & 9w oow U bo LigaolS Jgl -)
ol

SYN/ACK packet S Lo caoow U 59w 095 >0 55 S Joud | cowles)s oul H9pmw )31 -Y
SVSVSUN V)

w900 9w aoaw 4 ACK packet S bo igasolS 551 al>s0 5y Y

@ oSowl Wy S| Vaosmo aSiul @y a>gi U .5,ls o TCP SYN scan o,Sewl wygs 5l S50 g9
laes 9 i adlgx> 0,u55 Jlail ¢l j9,w > VYgowo ouds plssl (TCP connect scan) VU g,

‘us_ul [ Y] UJI 35S oslasiwl TCP SYN scan )l Ulg;dw ol S a aus 1_5\.’L.’.5) |) Lo .Lil_gJ._s\o
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oy SYN/ACK S o @0 ¥ alsyo 55 31 a5 ¥ al>yo (sdy soiveswe ol VU 51 T g 1 J>lyo
ow| G (suy (3w RST/ACK S 531 9 ol 5L woep ol

UDP scan, TCP Window scan, TCP ACK Jio 3,I5 39>9 oo SiuSewl wyg 5l )50 gl
Scan scan, TCP Null, TCP Xmas Tree, TCP FIN

<515 pl=il |, Port scanning Joc Ulgi o aigS>

39399 > d9>g0 Sla,lul 5l kad aS plos,S (seww plaisS al>y0 ol G aS suJlao ploi >
» Slul gud Ve SiuSiwl Wy Gz 53 Lol o LB S5 Ll Eud 9 LS eslaiwl
abls axgi) awuS sedugls ol 5l by Srw Su Wb b coaws LB Gl Sl 909
2obo Ol 5,00 55 | (nice ud Med piSise (w9 plod3 puSeid 51 (s8> Ued aS il
(oS5

oo puSeid Shy LS as 58 eslaiwl (salixo Sl 51 Llgi sw Scanning Port sl
5l as,be 593008 Sl Wdyusiwl w9 Guyisge bl sloas

: NMapWin v1.3.0 ,1;910, -\

(3o oslaiwl uSeid 5> NMap) wewl NMAP Sl s Losaxo 9 SSWLS A
Wyes Eloil sublgi 5 0gMe aS auS sw oslawl ,Sa as wowl uld,lul i oS 51 nmap
ol ads plxl | .l 9 59w Jole i paskain Ug> S, louw S, Llgicsw (WBSiuS wl
(= aolS 2> 5l Giuw bo LIS Sl Med (g sl> pdle> pungi lasy | 1l

: NetScanTools Pro 2000 -Y

Ll s as suld CD s b sgdugls Sl a4 wowl oy Ue= (o cowld gy 5l pd ol
: WinScan -Y

0940 paiigS> Uil U5 o .S oslaiwl Ul 5l algicsw (UDP aig) TCP ws,S Sowl Sl

: ipEye v1.2 -Y¥

Culw 4 swlgicse Ol sgdugls Sy 3,5 edlgs oslawl H18l0,0 cul 51 Gwnd el 5> o
9 Yoo 5909 5,5 ki 100, ol aS pusy cowl o3V .auS as>lwe http://www.ntsecurity.nu
o |, TCP bhad lows .S wouws Llgicsw | ip Sy hsd Ll L S L 50 9 Ssw LIS Xp
S s
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€ puiS 05w SiniSawl W94 Sl ipEye ;| aigS>
3w ol gulo (I command prompt s ipEye b b
ipEye 1.2 - (c) 2000-2001, Arne Vidstrom (arne.vidstrom@ntsecurity.nu)

- http://ntsecurity.nu/toolbox/ipeye/

Error: Too few parameters.

Usage:

ipEye <target IP> <scantype> -p <port> [optional parameters]
ipEye <target IP> <scantype> -p <from port> <to port>

[optional parameters]

<scantype> is one of the following:
-syn = SYN scan
-fin = FIN scan
-null = Null scan
-xmas = Xmas scan>br>

(note: FIN, Null and Xmas scans don"t work against Windows systems.

[optional parameters] are selected from the following:
-sip <source IP> = source IP for the scan
-Sp <source port> = source port for the scan
-d <delay in ms> = delay between scanned ports in milliseconds

(default set to 750 ms)

P L Jol puiS s Yoo ) wygy sl Wde,g) s 5l ouslw colw pudlss(sw aS auS (0,9

oy b Ol 5 eiws SeS a4 Vs g IV EA YTV, 10 odsguiniswe &S puoly wows @ |, ol

LS (5o
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ipeye 63.148.227.65 -syn -p 1 200
5l s suss -p 1 200 9 SYN SCAN (suss -SYN (5w ip sae IV, EA YTV, 10 aS oS wds
lo 35 a0 Msd aS 5,5 caw deiisw o | S50 Slasuioly adl sl Yoo U) w)gy
a0 ) aulo @ Heiws cul ShL=l L .s,e5 50
ipEye 1.2 - (c) 2000-2001, Arne Vidstrom (arne.vidstrom@ntsecurity.nu)
- http://ntsecurity.nu/toolbox/ipeye/

1-20 [drop]

21 [open]

22 [closed or reject]
23-24 [drop]
25 [open]
26-52 [drop]
53 [open]
54-79 [drop]
80 [open]
81-109 [drop]
110 [open]
111-142 [drop]
143 [open]
144-200 [drop]

201-65535 [not scanned]

Sy Syl (sus=s Reject cadscswos GiugS Whgr U Uy Cawd Byb Ol s iguolS (susy Closed
|, je>aod firewall S, aSiyl (susy Drop adscswi |y wygy ol 4 Jlail o551 aS cows firewall

5b i @S pd Open ciou Hgigl SyigaolS Mol b g 2500 gy
SLFY ) e A O YO V) Slac,gs « Yoo ) Slac,ss ow sl S aswisw ousbw Sig0 55
Gl (03ub Lot aS uld,g plos U aS 3uS wds 5,8 telnet Ll a4 Olgicswe 9 wwl

Slg> s o pSA g9 S swos 03y Ulin Slass gud ccowl dauis
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Ulsgs jiguo S ;U SWBU,9) Gaasi

L 5 whoiws 51 sSu LS oul Shy oS oy | wleMbl ¢l Ulosgs JiguuolS o,L,5 pudlgs> w0

netstat -an

netstat -a

oo S @

doleo Wigo U (sw9d 9 Sdac Uy W ) LB, ol aS wowl Gl H> Heiws 95 ol By

Active Connections

Proto
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

Local Address

0.0.0.0:7
0.0.0.0:9
0.0.0.0:13
0.0.0.0:17
0.0.0.0:19
0.0.0.0:21
0.0.0.0:25
0.0.0.0:53
0.0.0.0:80
0.0.0.0:119
0.0.0.0:135
0.0.0.0:143
0.0.0.0:443
0.0.0.0:445
0.0.0.0:515
0.0.0.0:563

owl echo ¢ V W g0 (svoowl Usleo Wi L auugicsw w)ygs Ol Cswouwl

ooy oy wleMbl @ (ouS b |, netstat -an S| Mo

Foreign Address

0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
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State
LISTENING
LISTENING

LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING




TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
ubpP
ubP
ubpP
ubpP
ubP
ubpP
ubP
ubpP

0.0.0.0:1025
0.0.0.0:1026
0.0.0.0:1033
0.0.0.0:1037
0.0.0.0:1040
0.0.0.0:1041
0.0.0.0:1043
0.0.0.0:1755
0.0.0.0:1801
0.0.0.0:3372
0.0.0.0:3389
0.0.0.0:6034
0.0.0.0:6666
0.0.0.0:7007
0.0.0.0:7778
0.0.0.0:8181
127.0.0.1:1039
127.0.0.1:1433
127.0.0.1:2103
127.0.0.1:2105
127.0.0.1:2107
0.0.0.0:7
0.0.0.0:9
0.0.0.0:13
0.0.0.0:17
0.0.0.0:19
0.0.0.0:68
0.0.0.0:135
0.0.0.0:161

0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
Xk

ke
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LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING




UDP 0.0.0.0:445 Ko

UbP  0.0.0.0:1030 e
UDP 0.0.0.0:1036 e
UDP 0.0.0.0:1038 e
UDP 0.0.0.0:1042 e
UbP 0.0.0.0:1075 e
UDP 0.0.0.0:1434 e
UDP 0.0.0.0:1645 e
UDP 0.0.0.0:1646 e
UDP 0.0.0.0:1755 e
ubP 0.0.0.0:1812 e
UubP 0.0.0.0:1813 e
UDP 0.0.0.0:3456 e
UbP 0.0.0.0:3527 e
ubP 127.0.0.1:53 e

UDP 127.0.0.1:1028 *oX

UDP 127.0.0.1:1029 *ox

UDP 127.0.0.1:1035 *ix

UDP 127.0.0.1:1044 *ox

UDP 127.0.0.1:1045 *oX

UDP 127.0.0.1:1100 *ox
a; Jlail vloy ;5 ) LS uod S edg0 Juain wijiil @ aS 05,5 Ll (sedg0 |, jgiaw> oo
Jlail Ol @ bgiye aS sissw ol pd va> Slahw Srw S eslyese pll @l
dwlos Sxac Wi U g 9 03,5 oslaiwl | -an gugaw oo aS auS 8> 50 9 LA

Lpdesw gyl Ueily - acludl - UV Huod aS wwl oauw o3l

Proto  Local Address Foreign Address State
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2wl UDP L TCP wlgicsw aS < JSig suss @ Proto

29S s Jgl o Mo ccwldw,g) 05lonis 9 Ulosgs igawolS ip oaudswlin : Local Address
s 51) 5b s wasl 9 (piwns Jaio oyl @ o aS S @) wowl v, 000 o ip asS
aS wowl oo aigs ¢, 0,0V Wygo 4 ool by wewl Vosae Glow Jol @4 a>gi L TCP
wowl wygs < LSLES Sl a9 ol ip cr LaSLIS 51 8 caonwd

o 35l S8 (eulos,S oslaiwl -an b -a gugaw 5l JLo ¢l 5> Ue> 1 Address Foreign
Al ppo Vlgicno pewS oslaiwl 505 guew S5 5l LSI aS s sles las

D> sw uliw | Jlail wusog @ State

AV AY AV Sba,gs « TCP JSigym 1> aS dwiwisw S owyy oS oSy | be,g) oSV
ol 5U e 9 SA N AV AT QY Soe,gs « UDP S50, 5 9 cawl 5L g TY 14
93,9500 S, ax a4 wleMbl ¢l aS acuw,w wowl (Sow V>

(b,Sa) Vlhed ply 55 Vlises ;51 wdadlxo Sy wleMbl ol Gicwsls aS cowl ol Llg>
@S |, ol Ulgicsw Hgiws Gl b il 00ui was oo yigapolS g, Ulsg,i S LS Wi ol

5,5
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NMapWin g nmap 9,20

51381050 Ol ol S sw oslaswl footprinting sl ;S S aS |, Sylul Guippo Adlgzy 3|
S,Sa Sy wowl s bbb S 9 puSeid S piuuw Sy aS >g) adlgs> nmap
ord >bb iy w9 (SWLS A iy LIS @ 1) 59309 Jole s as ,Se5U
ol olys ads ol o syl pdbs [ blSol vlos g s,ls pU NMapWin as couwl
5 ol cullo TIA aolys o3lul 1S IS | el Ll8Loy oul ssJusls by ol 1380,
wogaxo Aol ol aS 3uS a>gi lows .aisS adles Job (swS cuwl dial-up oldlail S|
ol Xp g Yo v+ 593009

vandait (oSowl wusl (oSwl wye Jie footprinting sla,lul acgexo 80, ol
ol Syalb JSui .cowl 05,91 pd 3,5 |, ... 9 (OS detection) L 5,90 yigaolS Jolepimw

W VRV )

= MlapWin w130 e == |
Host I Scan I Siop |
EETE

Hep | | Em |

Scan | Discoves | Oiptions | Tining | Fles | Senvice | Winiz|

- Mads Sean Dpticns

7 Connect Ml Scan " RCF Scan I Pot Range I UseDecay ' Busancs Scan
& 5YM Stealth  © mas Ties " List Scan I I |

C AN Steath " IPProlocol Scan

i (e i' Device i‘ Source Addess i' Seepes Padl
 UDPScan T Window Scon
- Duiput
=

0 .

[HHsp service stepped. [T [z [152350

WUy DWW sww,y v
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351 Gonwd [ Aol S el JSLw

: Network Section -\

lg 5l Ay \Host U ay 5,15 W ip L ip 59,9 Sy (sd=o aS wowl aoly 0%y wowd u,5V0
S £9,0 oSawl L8 U pwsS s SWS | Scan aeSs (ol b ws,S euaii g ip WSS

Mo ol pll wlio SW g0 @ Ulgicso | LIS Gul e 3)lg ip S5 5l G b L8 3
Sia>® Sdey dAC 95 (sJg g sw g9, 1A, 1T L aS uld ip plod susy YAY, 1Yo ¥ *
10 BY 5l wlgicse Syl sae csass 1ATNITY T 1Y-10 Wygo U Ginigs 9 . bl Llgicsw
Aol

: Option Folder -Y

pudlg> 5w by 5l aS puS sw Lasie Ul SoS U g cowl Wlowbhis J=o 28lg 55 Caouusd ol
L uldaS, ccomad ol 5> 35S pdles cuxo Judyeo 5> Mase aS ad> plxil ,Sax as
5,15 59>9 ..., Option , Discover , Scan slaoU

: Log Output -Y

owl B sl easin ggw oSewl aS s s Leowl o valw Halb J=o

: bar Status -Y

131> ppo i 95 9 el Qb o)y Uit powl

@ el ol o) LS Gued NMAP Ly pudlesy LS| aS adsswe Vliv e Coow Cwowd
2 (o sS81LS NMapWin @Ms, nmap aS auS wds ) oo L0 Wb L suldgusw
9 puSsw 03 liue ) S coawd il 5> euwsS Jlocl Option Folder couwd > aS S s
Al aswls Slojug a>gi woud il U los> aS puS w0 awogi

30,8 U uw SE; s wlgicse aS 3w 03dlie S¢S g0 Sy Ul ol Coow > Lol
ol i s cuss 3058 9 Cowlons Wlhgiws Sl Sl osbel a0l aSil (i jaw il

S0 > Hgiwd Med 9 wowl oo >l wligiws

NMapWin U ,S g9,
Lol 56l by o> 513 (o 390 pdle>sw g, far30.com wulw pbdlg>sw aS auS (5,9
Jlocl g Med V> .ouS sw wuli HOSt o 55 9 (IF, VA, YYV,T10) 03,91 Cws g, ip

5l Ay 9 3w £, HSawl LowS s SIS g, Scan aoSs « Option Folder waouwd )5 S s

190w el Log Output caoawd s 5y eulo asds i
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Starting nmap V. 3.00 ( www.insecure.org/nmap )
Interesting ports on (63.148.227.65):
(The 1583 ports scanned but not shown below are in state: closed)
Port State Service
21/tcp  open ftp
25/tcp  open smtp
31/tcp open msg-auth
53/tcp  open domain
80/tcp  open http
110/tcp open pop-3
135/tcp  open loc-srv
143/tcp open imap2
443/tcp  open https
445/tcp open microsoft-ds
1025/tcp open NFS-or-IIS
1026/tcp open LSA-or-nterm
1050/tcp open java-or-OTGfileshare
1433/tcp open ms-sql-s
3372/tcp open msdtc
3389/tcp open ms-term-serv
6666/tcp open irc-serv
7007/tcp open afs3-bos
Remote operating system guess: Windows 2000/XP/ME
Nmap .... -- 1 IP address (1 host up) scanned in 156 seconds
rw] Cawiows B wleMbl g9 aiw >ouod >
w0 O 5,018 9 590w LigasolS So, 5U Slaw,gy o <)
O3 Judbo Lhaw) cowl 000w 055 wa> Windows 2000/XP/ME aS Jole o Lassais =Y

sl (UP) gy 1P Gl &S 368 50 53T sl 9 -
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Folder Option <wowwd ;1 Scan aS,u s, v

5l Giwsw Yosgs aS ol

: Mode gisw

SoisSewl £95 aS cowl suls il g 0)ls (salizo gloil SauSiwl aS pisS s Sagw,s 5>
PSS (w0 yaSino 9)

G gwlo)l)s pued Gwys 5> W8 aS wowl TCP connect scan ggs 51 Sewl @ Connect -
plos,S

Gl aod oD U2,9um - wplasS pd Gl 0,y pied L, > @ SYN Stealth -

S v LS 593009 5l jue Se,g,w Sl Null Scan , Xmas tree , FIN Stealth -

owl udp slaw,gy ws,S Sowl sy 1 UDP Scan -

Jled elaS ip Sypw Su pw 5l &S pwilay aS wowl ip scanning Joc sl @ Ping Sweep -
9,0 oJ Ul ip aS S)gb a4 (g wwl Ping Sweep ulos : List Scan -

S0 5,058 Wdlguld yauiws Sl Vgoso @ ACK Scan -

»JolS (sJg wwl ACK Scan ulesd : Window Scan -

Wlghd wleMbl b vowl SisSowl sl 0l 93> 1 RCP Scan -

: Scan Options iy

10,9550 5,0 U Ul sSy Jasd asS 5)ls i3S Giud Coowd ol

aod (sas low (s SS1 ngw Swl WL uldw g ax aS 1S sw pasiw : Port Range -
Mg N aS) >9. gl N-M &y9.00 ;S| 9 wigy Ul had (susy doui diings sae Sy S|« Wdaygy

Do oSowl M ayg Un wyg sl vy (Aiiews sac

Option Folder wwoud ;I Discover as,u (sww

rcowl @3S Hle> shls a8, ol
D9, L8 Llgicsw b 5,90 439008 Uses Jled (e, Sl : TCP Ping
il ICMP g9 5l had Sy : ICMP Ping
(b2,d0uw) Cowl wowlio WUl (5w, sl 1 TCP+ICMP o

S5 Sy - Don"t Ping e
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Option Folder wwouud ;1 Options aS,y (sww,

5l Giwsw Yosgs aS ol

: Options yiw

Wl 90> U Null, Xmas, FIN, SYN g9 5l (suldSiuSowl 5> oudlexs ;S| : Fragmentation
U sy 5,5 Olsasl |y @S ol Olgicse il als bo Sl |, Lhs Jlas b oS Jlocl
592 Adlg3 a0l Cuddgo SiniSewl @3S el Ll b a8 as codls asgs

o8 aiy3S ol izl b oud> wygo connect egi 5l SiiSewl pudlgxs )31 : Idented Info Get
39l Ulso,l @ o Sl (suondss wleMbl

Reverse Joc dsowd Up aS suld ip Sy, ,l38l00 ol (woy9uum > > @ Resolve All
Resolve All ;31 .(55,3 sw albgs,o DNS oowl Jlis @ dp Sy, 5l (sisy) ads> sw plxil |, Whois
Adlg> pl=sl Reverse Whois Joc down a> g up ax (a ip aod Sy, owil 05,5 wlzil |,
.5,S aalg=s Reverse Whois ;3,8 : Don"t Resolve

ol il oawolxil JS1 aS cowl Hl33l0,0 ul Sau;S Guiego alo> I 1 OS Detection
30 gwa> | Jilee HiguolS Jolepiwuw aS S s (sw

Aoy ULl @ o8 55,8 9 (S sw o | suld ip (s9slai w)go a4 ¢ Random Host

: Debug yaucw

o 030y Ui (s>9,5 5 alsso @ Ay Slus guli (b oas Sl S : Debug
Adscsw wban 1) LS wd iy (il easswlxal S : Verbose

Ao i wldy> wole U 1 L8 ws i Very Verbose

Folder Option <wouwd ;1 Timing aSu ww v

1> s Y osgs a8, ol

: Throttle g

detection Jlois! 9 caowl 53 8485 9 5,568 S (2SS Lzl ) 1YL Soaiy;S as,d Giusy oul s
Ol urips NOTMAL w50 S @ oSt 5 oatly @20 5 iswl 205 ooy (039, o))
Aol

: Timeouts yicw
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590 B0 lgicsw IPp Sy Sl aS S sw pasiw |, vl iSla> 1 Host Timeout
(U2 39 Vo Llgisw probe S Sl aS aiS o pasiw | iloy 5Sla> 1 Max RTT
(el A sus) wowl Qe e e

DS s o 05l Gul @ J8las probe ja sl 0 Min RTT

w280 )15 Jlgpuld as suld ip > logas aiusS ol : Initial RTT

oy b wier Su had UL e aolyy ol (sl 03,5 wds acw_spscan s,g0 5> 31 Parallelism
wBly WVga=o (g .( 5,15 simple Ul powl Jgl aS cowl ,bls aod U ) ik U 9 LS sw
aS sulbdw g slae Slas Ulgicswe woad il 5y S wows | Wy Solaei Ulojed L
PSS w0 pazio | gi gy Ulojed wlgicso

S w0 o Ubao ol 0 J8las> (o Sewl L o Scan Delay

Folder Option <wouud ;! Files aS,0 sww v

5l Giusw Yosgs aS ol

: Input yacw

51 3959 wlls Gl 5y 558 esleiwl Gz ol 5l Olgicsw (owsS igsw 1) W, Mg, aSiul sl
Soacswo olgs i Sy

: Output yuy

Normal &, g0 Llgicsw LB oul owS 0,53 b S s | auls aS cowl Ol Sl Caoowd ol

il (5580 G »8) All b g XML (005,50 aSys 0Vl aS) Grep «( sJsoso (siio)

Option Folder wouud ;| Service aS,y saw

(Ussnwlogil €95 Sy wusS Aiiso) wwld) S j9> a0

Folder Option <wowwd ;1 Win32 aS,u (sww, v

oS 0 ey 9, Options as as Options , Commands sael @ 5,1 Giuss 95 aS,u ol
Sy, hsd aS ) >euisw s pd PCap ouSsw v |, NMapWin as (sud9 : No Pcap
S pudlezs S .58 s 0apc | 1S 9 (59 s Wlgicso XP o Yoo+ 99 Sldoiwsw
PSS SHlo |y aigsS ol 39 oslaiwl Raw Socket ;1 ul sloay 9 sguin oslaiw! Ol
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ilocswo Hhhiie auli V0 (S ,a Jlw)l G aSil Jaad (oYU Jio @ No IP HLP Api
.59, 500,84, Raw Socket ul Ll L : No Raw Sockets
.59, ,8as Socket Raw lhad aS g sw ucl 1 Force Raw Socket

ADD0 L dU S iy wleMbl (swS WIin32 sla psauew Sl 1 Win Trace

Jole piswuaw 95 i Sl NMapWin ;i o> laiwl

OS detection s,5,5 9 port scanning (sSu ol pudlexs |, nmap slas,,S uyiepo S|
L L, nmap o8 aS cowl ppo 538 @ p9> 5S309 aS wowl (Jlio Jolepimmw Garkis)
51 Options aS, 55 Wb euiS L b Jolepiuww g9 aSiul Sl iwlicbe $Si9 peod
Aol oo wlkal OS detection aiy;S (NMapWin

D (0SS i 9 o [ 5505 S ip g b ip ol Vbses lowis) puiS oo sy |, Jlio dix V>
Y4E,YY0, 1AL, N0

Windows 2000 server SP2 :guess Remote operating system

190,Y19,1V1,0

Y.0.Y- - Linux Kernel 2.4.0 :operating system guess Remote

Yo, eE,YYA, YA

Linux 2.1.19 - 2.2.20 :Remote operating system guess

Y1V,11,149,1

a)\Y,Y-1Y,),0 Cisco router running IOS :system guess Remote operating)

1Y,1EA,YYV, 0

Windows 2000/XP/ME :Remote operating system guess

14E,YYO0, 1AL, Y

If you know what OS is running on it, see) for host No exact OS matches

.(http://www.insecure.org/cgi-bin/nmap-submit.cgi

ol oS il oain Jelepiwnw £99 Gl @ (8990 NMAP aS auwisw D90 ol >
w0390 Up aazd Ol s ip aS sl ool Giudds

U 5,8 oslaiwl pd (i wleMbl S,w S, 51 b o8 aS cowl ol wowls Hhi 5> L aS slasss

e b’ Olg> @
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O Gleio c«wl oo Lol Windows 2000/XP/ME &g @ Ul azuis aS 531 Judlo ip Mo -
ME wlgi swoo S 90w gud 9 3ol Hemw Sy s LU 9 wowl el SO Ug> aS wowl sazin.com

.591 g Win 2000 Ol Jolepimmw guy Al XP L
030wy asp.net b asp U culw Ly S wlxtn duaw aS cowl S0 ;50 Wb S L -
Culw Ol @iges aS il zzzzzz.aspx | zzz777.aSp Gygo U axés powl Mio) cowl
S0 o> Ol 9w cdls ol s (Cowl default.asp axeo Guod powl aS wowl far30.com
Sun L Unix § Linux xlgicsws 9 Win 2000 L g Win NT Jio cowl wdlwg,Sulo wVga=o ;I

2wl ...9 Solaris

€ pwiS oslaiuw! nmap ;| S>>

&lg ,> NMap .>gs 99 Shy NMap (Su8l,S azews aS yaui Luil NMapWin 158100 L W
nmap .15 |, (suldasews 9309 Shy pd 9 (UuSeid) puSuiss Sy pd aS cowl (ol 13900,
L oudlg> s omwd ¢l > 5,05 (command prompt) (silo,d s Jls> (NMapWin M,
W8 31 oS SIS Sb8loy ol seJugls by eusat Lwl s9ais Logaxe NMap
»UL nmap installer 5Maol aS nmap ;1,3 axws Ko 5l WU (ules,S5 wuas |, NMapWin
(.S >9dugls 51 awlgicswo |, NMap asws il casS oslaiwl o)l

@ a>gi L owS oslaiwl el 51wl (siloyd las Sla,l38le,0 55 awslsisw aS gbules
Sl Us,S 1oy Shy b cawl JSuio Ll 5350 9 35 Lbewn NMap slaiol,y asiyl
NMapWin ;| (wowl port scanning L scanning ip VYooso aS ) Lols Joc o Shy wow)d
0,2y aily 0> A1 9 pudd w0 plil | Wlowhais NMapWin )y aS i (il @ oS s oslasiwl
L L d>bo ol wewslise cows @y | ol s CMD: owd 5> aS 2sS s o0adline Ul
oS0 o Jlio 9o

Oyor Sy cawl ITNEAYYY, 0 Ol ip aS SyigaolS 53 Yoo U ) Slow,gs Shy pudlgssw -)
pabii SYN Stealth <>, |, Scan &S, (NMapWin s [Scul Sy owds ol Suusiwl
TCP+ICMP «Jl> ,5 L Discover aS, =y 9 V-V + ©owuwnmgicsw |, Port Range g oS sw
0S  aiy;S Options aSys ;5> S ek ed b Jolopiww g9 pudlys Sl 9 1l
IV NEAYYV,T0 0,y SYU 5> od | ip euddisw 513 oonw wlxil Il s |, detection
o oud> plsl NMap U 1) )8 cul pudlgscso bo (sdg owiowd oScwl 03lol Vs . ounngiso

1000w gy aS AuS swo ab>Mo a0,y Gl 5l 1 CMD wonwd 3L had
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CMD: -sS -PT -PI -p 1-200 -O -T 3 63.148.227.65
a0 ) Wolie 4o CMD: awdS Wi b
-sS -PT -PI -p 1-200 -O -T 3 63.148.227.65
g S WHgo ol LS eslaiwl nmap s b aS cowl uld el Ll

nmap -sS -PT -PI -p 1-200 -O -T 3 63.148.227.65

paicso [ auli @ads aix Sy 0SS o 9 s9iws Sh=l 5l a9

2ulgss NMapWin a; 56 aSus 9 90l |y dssol,ly gl «2uS LIS nmap b aS (oo 5l asy
Wiy .awlbso Yoo U) Sldw,gs suss p 1-Y++ 9 (0S detection (suzy -O uod Wio .oils
owl NMapWin ;1 jicowsds Slaws nmap L us)S )8 aS auucsw wlisgs>

Sy . 120,V G120, V1,V - Shy euds pll ip scanning S oudlgs> o -Y
[Discovery a5, )5 .puSsw wlxil |, Ping Sweep aiy35 (Mode a5, > [NMapWin > Sl
wlxuol s s |, OS detection aiy;S Options a3, ;5 9 05,5 wlkil |, ICMP Ping aiy33
Syiwino 95 58 ,> 190,V aS aulo,d 5w aa>Mo Ip g Sy ouds o 13 oawiw
teewl 5 Wi 4 ol aS euiucso V. 190, M1,V +-) » Losungicse ury «aowl

‘-sp -PI -T 3 195.219.176.0-10 ‘
Lpuangicswo Lo puy

‘nmap -sP -PI -T 3 195.219.176.0-10 ‘

57



P Gl

IP Scanning
15,35 Wye0 lgicsw wliko Sl iug, au IP Scanning
ICMP &, 3l 9 puicw, 9 sw uols ip oy ICMP ECHO g9i 5l oSy S5 Ol £95 usiosbw 5 =)
S8l Sl wcowl up Maslay ip Ol Wigo Gl 5y wiSy b Cwoww a4 ECHO REPLAY
13,8 oslaiwl 5y sa,)lul 5l Olgi sw
0 g0 4 (puSeid) puSuiss 9 59aig SaJele i > 39290 PINg Sl oslewl (I
PiNgG OO0 XXX XXX XXX
pugicse YV EA YTV, 0 Sl Wi
ping 63.148.227.65
towl Jled ip Ol (sisy e 515 Ols> 4 9 23S i ) seiws ol S99 55 S|
Reply from 63.148.227.65: bytes=32 time=1402ms TTL=105
Reply from 63.148.227.65: bytes=32 time=941ms TTL=105
Reply from 63.148.227.65: bytes=32 time=1402ms TTL=105
Reply from 63.148.227.65: bytes=32 time=941ms TTL=105
P Jled (s ey s play 4 Sl g
Request timed out.
Request timed out.
Request timed out.
Request timed out.
Lo LS ol 935S s | ip Sy a9 hadd adan) S 5 seiws il b dwinswe aS jeb Olod
S s AS
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Gsyw @ | Ip acgaxo Sy aS 5,5 oslaiwl gping 5l sgiswo puSeid Jolepiuw 5> (o
5,8 S

I el 55800 oxl 3edugls sy 5,8 eslawl Pinger 5l sg i s 9309 Jole pinwuw > (2
oslw |, ip acgoxo Sy a4 WS ping LS 9 wewl SIS 3810, S, Pinger oS SIS
S s

(% Pinger ¥1.0 - Rhino9 I ]

Frarn: I I I .I1 Tar I I I |254 =
ing |
Tirneout; Im ms MHum. Paszes: |2 ¥ Fiesolve Hosts

Clear Copy | Save... | Help...

L owS piNg pudlgs>so | ip plaS U ip plaS ;| aS puSsw pasiiw TOo g From coawd >
w28 ip aS auS Lo, dguisw 03l Giwles caiiwd Up aS (suld ip cowd Ping aoSs [Las
up S50 Sl ip ax b a4 bgsye C LoMS s el pudless 9 ol 120, VYAV TAA oo

ouS ping |, 120,719, V1,Y05 1120, Y14,V b alls ol s s

Caoawd (Scan a8, 5> 3L LKl Sy euds plxil NMapWin b | LS Guod pudlss o V> (5

55 9 2ol ICMP Ping wJl>,> L Discover a5, .a.> 1,8 Ping Sweep «Jl> > |, Mode
iPp Cowdd WU a2 auS 2l oas wlxiol wlls 5l |, Detection OS aiusS 1L Options caoouwd
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Sl W pwsiSsw Dlg I, B ip cowd « Host conwd 55 30U L0 Sy oS b |

g ML oS wows L 10,MIWVT,YoE U 120,719,V oudles

HLas 1) Scan aeSs a9 wcowl YOO U Y 5l aS C uMS (susy /YE ol @S 190,719,V /TS
adS

Host (195.219.176.0) seems to be a subnet broadcast address ...

RTTVAR has grown to over 2.3 seconds, decreasing to 2.0

Host (195.219.176.1) appears to be up.

Host (195.219.176.3) appears to be up.

Host (195.219.176.5) appears to be up.

Host (195.219.176.7) appears to be up.

Host (195.219.176.9) appears to be up.

Host (195.219.176.11) appears to be up.

Host (195.219.176.12) appears to be up.

Host (195.219.176.13) appears to be up.

Host (195.219.176.14) appears to be up.

Host H-GVSVY95KXINR] (195.219.176.15) appears to be up.

Host (195.219.176.16) appears to be up.

Host (195.219.176.17) appears to be up.

Host (195.219.176.18) appears to be up.

Host (195.219.176.19) appears to be up.

Host KERYASBA (195.219.176.20) appears to be up.

Host MARYAM (195.219.176.22) appears to be up.

Host (195.219.176.23) appears to be up.

Host (195.219.176.24) appears to be up.

Host FFX-L2XA0ZM87Q3 (195.219.176.25) appears to be up.

Host (195.219.176.26) appears to be up.

Host (195.219.176.27) appears to be up.

Host (195.219.176.28) appears to be up.

ZxL
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owl 000 5SS o Ip @ by o Lo lS oewl 3)lgs swasy 5> aS aulo 8 s alax>Mo

,i5.m0lS vamy 5> ous,S osleiwl Siwy by ICMP slaesy 51 VU slajiug, pled 5> -Y
SosSewl whgy 5l b e gl s g SW g,y b Jlgyuld bwgi ICMP slawS) cowl (Sow
135S oslaiwl 05 Sl 5l Olgicsw LSl Sl 1s,S oslaiwl SiuSewl IP sl

... 9 icmpenum ¢ hping Jio suld,lul 5l Ulgicsw (GuSeid) LS Jole pimwuw 5> (i
A bo Gz M8 aS 5,8 oslaiwl

Port Scanning s,9b (sJg .puS sw oslaiwl NMapWin 5l ea;L 939 Jolepiww 55 (v
wwgos Sldw, g Syw Sy dwgi Sl ads Llg> IP Scanning sy |) b Lo aS oS sw
w9 YO ¢ A Jio iud 5U yigaolS LiS1 s aS 5,800 Wygo

Caoatd > 9 puS s ouhaii Connect wll> s |, Mode caoawd « Scan a5, s L0l sl
eJl> s |, Discover .ouS sw pubaii A+ sac sl Mio |, Port Range aiy;S « Scan Options
2 0w Lkl wdls 5l |, OS Detection aiy3S « Option aS,, 5 9 eud> sw ,1,8 TCP Ping
paiS o0 €95 b oSawl 905, cow b 1 1P o oS
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PDD >

€ Cuwn> ping
|, ol domain L ip b aS Lols LiguolS & Ll aS auSisw pasuie a5 uwl S)giws ping
Udw, Uloy wao b Jled 31 aSiul 9 . b cows (Active) Jled 9 (g, owils sw
owl 528> o iguolS @ yiguolS Ol 5l tep/ip Sldaiuw
el 505 W90 A giws il 308

ping /p-or-domain

Pl S sw | (il awls SNl domain L g ip o,lows 1L ip-or-domain sls a as

o) ) awlio 4 9 03,5 b command prompt > |, ping sazin.com Mo
Pinging sazin.com [63.148.227.65] with 32 bytes of data:
Reply from 63.148.227.65: bytes=32 time=1402ms TTL=105
Reply from 63.148.227.65: bytes=32 time=941ms TTL=105
Reply from 63.148.227.65: bytes=32 time=981ms TTL=105
Reply from 63.148.227.65: bytes=32 time=851ms TTL=105

Ping statistics for 63.148.227.65:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 851ms, Maximum = 1402ms, Average = 1043ms

owl Jled sazin.com aS ads sw vl gulo ol

pSesw ping (wowl sazin.com vled asS) VN EAYYV,0 o,lonw ip L SyiguolS a4 V>
L oSy waew, Uloy wae Slise as time aidl) .Jol Hlow 5> (i U hsd wowl Ulod gyl
ssiows ¢ 0P ol @ 0SS ping Sl (b adlex U 9 LS At Sl W azgi b adssw

1 paSsw Holo | ping IV, YEAYYV, 0

Pinging 63.148.227.65 with 32 bytes of data:
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Reply from 63.148.227.65: bytes=32 time=861ms TTL=105
Reply from 63.148.227.65: bytes=32 time=852ms TTL=105
Reply from 63.148.227.65: bytes=32 time=851ms TTL=105
Reply from 63.148.227.65: bytes=32 time=881ms TTL=105

Ping statistics for 63.148.227.65:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 851ms, Maximum = 881ms, Average = 861ms

xS PING s Jl=d aS Ip o @ aS auS (o)9

Pinging 217.66.196.1 with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.

Request timed out.

Ping statistics for 217.66.196.1:
Packets: Sent = 4, Received = 0, Lost = 4 (100% loss),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = 0ms, Average = Oms
o Jled ala=) ol 5y ip ol aS adsswe vlis aS
L g wloas Juog vl @ bowsiowo aS wowl (s> 5o caw ;S5 VL s aS sudlas elos ail
bl 000 Sy i U looi aSaud Apid Juog oyl 4 sdzo aSiis Bayb 51 S

S>> tracert
packet & aS adssw vliv aS wowl sylul ( traceroute sgso uSwgs > ) tracert

So 4 U 5,800 (uldsignolS ax Sl 9 1St b |y Sy ax lowd igasolS 5l LsileMbl
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ool a8 wowl SyiguolS Ulod Vgoso 9 puiSisw paxuiw b | dado dwy o> Laso

S sw footprinting

w50y W90 A gws Gl 3018
tracert /p-or-domain
LSl Sl euwwys sazincom @ U pugai >, b suldyiguwolS ax 5l aS poun oo 5w Mio
13,5 oslasiiwl 5y Sa,giws I Sy 5l Ulgiswo
tracert sazin.com
tracert 63.148.227.65
Py ) Axald A
Tracing route to sazin.com [63.148.227.65]

over a maximum of 30 hops:

1 160ms 160 ms 160 ms 217.218.84.3
381ms 691 ms 1772 ms 217.218.84.5
* * 2324 ms 217.218.77.1
201 ms 1101 ms 180 ms 217.218.0.252
341 ms 220 ms 180 ms 217.218.0.2

2

3

4

5

6 1993 ms 180 ms 181 ms 217.218.158.41

7 180ms 160 ms 160 ms 195.146.63.101

8 2824 ms * * 195.146.32.134

9 1472 ms 1463 ms 871 ms 195.146.33.73

10 791 ms 841 ms 811 ms if-1....eglobe.net [207.45.218.161]
11 1692 ms * 2654 ms if-4-....eglobe.net [207.45.222.77]
12 1282 ms 891 ms 1052 ms if-1-....globe.net [207.45.220.245]
13 902 ms 931 ms 881 ms if-15.....globe.net [66.110.8.134]
14 931ms 861 ms 871 ms if-8-....leglobe.net [64.86.83.174]

15 901 ms 841 ms 852 ms if-5-.....globe.net [207.45.223.62]
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16
17
18
19
20
21
22

841 ms
841 ms
882 ms
871 ms

852 ms

862 ms
842 ms
931 ms
891 ms

851 ms pos6-.....vel3.net [209.0.227.33]
941 ms so-4-1.....vel3.net [209.247.10.205]
851 ms so0-0-1....vel3.net [209.247.11.197]
951 ms gige9....vel3.net [209.247.11.210]

1011 ms 851 ms 902 ms unknown.Level3.net [63.208.0.94]

* 882 ms 64.156.25.74

961 ms 942 ms 841 ms 63.148.227.65

Trace complete.

oleMbl ol oowy sazincom a U 0,35 JigaolS YY 51 b aS adscsw vlan gulo ol

cas) ol o g BUlgld 03,3 1y Sy b oleMbl Sl> s uslys las aS gbolos

(ol 38 ... Guloau 9 03,5 0ligS 9, W, law

3w dwoyi 9y Uwlies as wuwl switch slaws slyls tracert

<== -d

Do 03y Giwlos W ip ksd alols zuli 5> gugaw ol 5l oslawl U

tracert sazin.com -d :puwugi sw Mio

<== =max-hopsh

wowl Yo po,9Giuw s S w Gwesi [ o8 slass iSlas
o+ tracert sazin.com -h :euuwngiso Wio

S padles oslaiwl Hlowy oy Hgiws ol 5l

telnet weow anll

5 ol 5,8 5580w )8 eslaiwl 3,90 footprinting > aS cowl Ss,lee 95> b telnet

@, o> ul version g o wgSUL Slaol,y a> wigy VM Sy, aS owill pudles aS o>

a2 9 paiScse wili (wowl 5U Lerw Ul So) puilsesoe aS) ols wier Sy @ aS Wi ol

L B 59,00 L8 aS cowl sileMbl saidsulin aS s Lol sulo aS owiwisw

yobes Sy s Gl 5 g 03y Jules S gud 9 pusiiiswe Axlge uVsb (suSe
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Sawgo> b Jbo 5> ougaisw ) 9 owjeswo |, Ctrl+D , Ctrl+C , Ctrl+break , Ctrl+Z

ool |, plaissS footprinting 51 Vs U aS ss,lgo

wlw S w0 9 0w aisS oo Saugo>
D S wowS CsuleMbl www.iums.ac.ir 5,90 55 pudlg> s AuS (5,9

1Q5,YY0,1AL,10 o,9lise cowsay |, Ol ip 9 ouS s S clw s Jgl ©

Padad 80 9 oS 0 Loy b da,gy juSowl whgr Su SeS @ :p._p)giua_wbcu as ip SoS @ ¢

ol 50 9 VFT AT 0N O Al O OFY Y0 (T Jie csulda,gy as

Name g piS sw o3laiwl whois.nic.ir ;1 Us,S whois sl (g o pis ir o domain ug> ¢

iums.ac.ir.
iums.ac.ir.
iums.ac.ir.
iums.ac.ir.
smtp.iums.ac.ir.
sina.iums.ac.ir.
sina.iums.ac.ir.
sina.iums.ac.ir.
sina.iums.ac.ir.
sun.iums.ac.ir.

cisco.iums.ac.ir.

owl 1AL, YY0, AL, Y aS o9l waws @ |, ul Server
Loy ) awlio 9 puS sw nslookup &, « Name Server ¢l SoS @ ©
SOA sina.i........ 0 345600)
NS  sina.iums.ac.ir
NS  nsl.nic.ir
MX 10 sina.iums.ac.ir
A 195.146.34.181
HINFO Sun-SuperSPARC5/75 UNIX-Solaris-2.6
MX 10 sina.iums.ac.ir
A 194.225.184.20
A 195.146.34.181
CNAME sina.iums.ac.ir

CNAME router.iums.ac.ir

webmail.iums.ac.ir. A 195.146.34.181

linux.iums.ac.ir.
linux.iums.ac.ir.
mta.iums.ac.ir.

pop3.iums.ac.ir.

A 194.225.184.19
HINFO Intel-Xeon/800 RedHat-Linux-7.2
A 195.146.34.181

CNAME sina.iums.ac.ir

localhost.iums.ac.ir. A 127.0.0.1

proxy.iums.ac.ir.

CNAME arvand.iums.ac.ir
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WWW.iums.ac.ir. A 195.146.34.180

atrak.iums.ac.ir. A 194.225.184.14
nsl.iums.ac.ir. CNAME sina.iums.ac.ir
arvand.iums.ac.ir. A 194.225.184.13
router.iums.ac.ir. A 194.225.184.1

router.iums.ac.ir. HINFO Cisco3640/Access-Server 10S-IP-12.0
iums.ac.ir. SOA sina.iu....... 3456000 345600)

Cuxo HIFNO 5,90 > Jaad OVl aww, pudlgs aS s)ls 5,08 ol ol sa)w S5 S
Mio . oiiigi 518,959 (oS Wy A Y Hd Uy 5i pasie Sl aS piSsw

sina.iums.ac.ir. HINFO Sun-SuperSPARC5/75 UNIX-Solaris-2.6
Gl pazeine Hlaaw ool 5> 3,05 Cuedl jew Jolepiuuw 9 LigaolS £99 Gusi Iy HIFNO
S sw oslaiwl Sun-SuperSPARCS/75 UNIX-Solaris-2.6 ;| sina.iums.ac.ir as
siws b puS s wili lpil @y plosjol wows ay uiSiwl gy bauwgi o | 5b Slaw,gy wg= ©
portnum telnet www.iums.ac.ir

Puiwcswe [ a5l Jols aul

: Yo
..master.iums.ac.ir Microsoft ESMTP MAIL Service, Version: 5.0.2195.4905 ready at YY »
Version: ,Microsoft ESMTP MAIL Service ;| LiguolS ©f 55 (smtp) YO e oan

S s oslaiwl 5.0.2195.4905

HA R RS
+0K Microsoft Exchange 2000 POP3 server version 6.0.5762.3 (master.iums.ac.ir) ready.
Microsoft Exchange 2000 POP3 server version ;| jigaolS O 55 (POP3) YV g L

S s oslaiwl T, ¢ ,0VIY,Y

1114

NNTP Service 5.00.0984 Version: 5.0.2195.2966 Posting Allowed
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AU aul>

€ s> Social Engineering

5wl Slgiwl 3,0 U3 JgS  aS owl $SwSi cseloi>l (sewaipo U Social Engineering
i3 JgS Mio g, User Sy a8l Jb> . a,i5.008 b U 9 )15 L8 9 ow olusl b ooy SeuSs ol
9 Client Hacking ;| wowl Slaiges aS a59ly cows | .. 9 3500y Jio | ol wleMbl algi sw
.Server Hacking ;| cawl Slaigos (auS S |, wulw 9 2w JsS | wulw S, Administer a3l
Vgoso BuMS Vg audl hg)w pd g 3,5 S CMS sgubsw pd seloixl (ewaipo b puy
ol 0Lwl Hlows il Us,S S a5yl (S Jiwils L 1) SyisleweS sla user

oslaiwl Sa adgl J>lo )5 VYgoso Social Engineering g, aS oS0 U od |, @SS ol

pw 0500 1S @ols] Sl Vbicsad SleMbl 5l g S Lose |y o LU OF 51 A% 5 S9dbiswo

weloi>| sawdigs 5l wwldJlio

aS auS axgi il 0%, wgil,y |, Social Endineering SoSuSs 5l Solasi pdlgs oo il >
ol @S oS0 5w 910,15 suss 2ol Vsamo (g slgsisos Sb; (b wleMbl g, il a3l
2 oo &S Sy S Lol LS ey Sl W LU e 9 cwl 05,uS s Wi,
ol 9 S Slg s S L Obsyuy aS audlgs s o 5l alied aS ayl ey Ulibaes
i) A9 oS b Lys w0au0 Usuin (sdsoo user S b g lowt 3,8 aS wowl (sdxo 48>
O el -

LS o Selgas S i Sy shl 5l sileMbl S cwl (seloizl (sowipo Sagug, 5l wSy
OIS ity S Uo9E |y 3y9u aS adlg> s 5,9 VM 5l Mio 9 ai8,S Lwled WS,k b asy 9
L=l Bwb SaySs (Guips 5l 62 9) LLissesice buwg Sb g9 ol Slae
w0

1L Jlw,l Sy U Zw -Y

1S90 JB Sy Jlwl Sl @ 9 Lpuw gio puSe by aS 0S50 9 1S W 585 S5 b Mio
wowdipo Ulgic @ loww LB al>pe ool U awiwdiwe gl Ulagy Mo b=l LU S
Social engineering a5, (oai oslicw,d Ulsg, 5l oslaiwl Mio) (sinlo (sJg ccwl (scloil
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1 pwiS w0 1wy Uil |y adlgssw louis @S sasS E-mail 5,9 Lo 9 duij E-mail bo Sy -Y
109 w0 Mio aS wlen)S 5,055 Weley £95 ol U oyl 5> USow

23 gy 9) puiS S Vgl b audlgssw aS oS E-mail Jsl Jlaw 55 oz Juoyl bo @ "
55 aS s E-mail 5,00 b .9, Ugisgs E-mail 5,0uu 0d 531 Jaw g,y Ugisgs E-mail o9 ,law
" paiund s Ugil 35,8 pasie Jol Hlaw

Ol 5l @Sy ol g S susl pred U ks s wy LB 4 cuxe S
E- 500y w9 wledi Uslicw,d sl E-mail Gupsl U Y .0guin duw 9 0w Sy we> vl ipy
.Ugizgs> mail

1AS ;U |, E-mail @ (attached) aowos JsL6 -¥

BB aS (s>, i 9 26S 5U wewl ool attach o GuSe E-mail ¢l 5> 298 s aSiul Mio
ol 03901 18 S aSh s Syugai o oo attach

: login wuwlg=)> 9 H9paiuo SWWLLlw U A Ax20 S Gislw -0

9 id v Sy axas il aSll)s login Sl 9ol 4 A axes S Gislbe We
ow oo password

9 -F
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PD;l9> auul>

netcat ;191,05 U ,LS g9,
|, @S sw oslaiwl footprinting sl ;& o aS Syl Guyippo A s > Al wgisl S
oslawl 1 Gl s8as5 JS ,5 ,Se S aS S,l38l0,0 Guyiopo plgsso V> 03,5 (89,20 NMAp
L NC ol ) adio 0.0l NC aM> jgba, asS 51> oU netcat 1591050 ul oS (88,20 9) LS 5w
P s Syrw Sy > aS Cowl (swopo 38l a8 NC (S sw (9,9 390 DOS g5 aS nc wgl
i "Knife TCP/IP Swiss Army" L "Pocket Knife of network utilities" _sul> [ .s,ls
Med o . (MiS 0 Qi s S8 4 | 51390050 ol )l NC prad Oliyghaio aS a9
Jio wgac Sloeablld 5 ooMe aS pSisw had piSy wsl 51 JolS (5820 4 ole>(sou
g telnet 5l gy Jo Wl >)Sloc (sSU 05,5 W 20 (slux> 9, Ugl aS ;> (W Scanning
ol (U9 Sale g5 Siux W) He,w pd 9 CiMS o Vlsicay gl 3,18 )3
3939 posaie e (g b Ay puSwiss S Jelepiwuw S LU oudsl HBSles ol
Jio) NT Sldjeaiug > hed asus ol auS SIS | Ugl >gJugls sl as o)ls o
S sw LS (Windows XP (Windows2000
L paansgi o Ugl S ol Cowd U9l Cows @ Sl
nc -help
Lpusicir s Clo> 9
[v1.10 NT]
connect to somewhere: nc [-options] hostname port[s] [ports] ...

listen for inbound:  nc -l -p port [options] [hostname] [port]

options:
-d detach from console, stealth mode
-e prog inbound program to exec [dangerous!!]

-g gateway  source-routing hop point[s], up to 8
-G num source-routing pointer: 4, 8, 12, ...

-h this cruft
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-i secs delay interval for lines sent, ports scanned

-l listen mode, for inbound connects

-L listen harder, re-listen on socket close
-n numeric-only IP addresses, no DNS

-0 file hex dump of traffic

-p port local port number

-r randomize local and remote ports

-s addr local source address

-t answer TELNET negotiation

-u UDP mode

-V verbose [use twice to be more verbose]
-W secs timeout for connects and final net reads
-Z zero-1/0 mode [used for scanning]

port numbers can be individual or ranges: m-n [inclusive]

P30 Zwosi 9 Wyl S5 S5 awy U 3iloy buiwod U

port scanning Sl nc ;1 oslaiuwl
Ulgicsw od NC L 1 L8 ol Lol ous,S oslasiawl Nmap ¢ NMapWin ;1 Wé SiuSewl wygy Sl
port sl (LS dogi 9, NMap Vlad SiuSiwl wigr Shy pdsl oo a3 ) sbs el
g LU ne b scanning
nc -v -z host pornum

olows « portnum Sl>ay 9 osnnsis ) (Culw powl Mio) Ol U b (W ip ) ip b host slay
-Z .5gb 03l Gwles oliz> U gulis iy verbose (sasy -V pungicso [ (e U) e
LS sw osleiwl scanning sl Ne 5l asS g swo oslaiwl (sudg
oS S Yer U ) sw,g Shy b MIV,TT1,190, 1A o)l @ S P oudlgs o 3uS ,o)9
PG S0

nc-v -z 217.66.195.181 1-200

Lpgiis s wlg> o
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artawill-1dedm4 [217.66.195.181] 143 (imap) open
artawill-1dedm4 [217.66.195.181] 139 (netbios-ssn) open
artawill-1dedm4 [217.66.195.181] 135 (epmap) open
artawill-1dedm4 [217.66.195.181] 119 (nntp) open
artawill-1dedm4 [217.66.195.181] 80 (http) open
artawill-1dedm4 [217.66.195.181] 53 (domain) open
artawill-1dedm4 [217.66.195.181] 25 (smtp) open
artawill-1dedm4 [217.66.195.181] 21 (ftp) open
artawill-1dedm4 [217.66.195.181] 19 (chargen) open
artawill-1dedm4 [217.66.195.181] 17 (qotd) open
artawill-1dedm4 [217.66.195.181] 13 (daytime) open
artawill-1dedm4 [217.66.195.181] 9 (discard) open
artawill-1dedm4 [217.66.195.181] 7 (echo) open

Vlgicsw o Hl8loy ol aSil w9 .loas Cowd Jol @ L3l 5l w,e aS dswosw
S G pd | 5U e 58 @ byise (loisl Slagagw

D wier 1l oS awy i o wiaiy Wyeo 4 S | wies Srw Sy piwlssswe S|
Sor 11+ o Av oTO Soce csuy Sy Vio S 1 o 5l alold b 5,805 51 i (oo |

PGS0 RS
nc-v-z217.66.195.181 25 80 110

A padles Lusl ne Sl iy Slas,,8 L sasy Slagw,s >
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PO juiw Al

WO,92 UL E9ow

ol pS AL aS SlaaSs sl oS g9 | W e s puilgicsw aS pulodw, (sul> @ wVI
58 g Cowl S BW,gs Wd 53 puSew Cuo g U ol SoS a4 aS s)lul aS cowl
9 Vb @b sl Uguied aS Vlp> > wlike SOVL; Jio ww)3) 315 393 yogaze VLS (s
L, by bo g (1005 Us,S L8 bloyl Sy ols gy £10S 18 s oobisw sl wlas
PeS0 3h |y plas,a by b w,g

5igasolS Ul Sy, Slaoliy aS auS a>gi LU 050 Wier U puSsw by aS Caowl ol Sawy Gz
Leng Srw S (Bganisws 5L e a4 393 WO)g) owl 03,5 5L | w9 Ll 9 03 a
&lo)s pd udes> aS Jolepiwmw wuai paxo 4 (i) Mgdbisw U Jolepiwuw 393 g
S Slawys vz (Jilio 55 owS cua Gl 5505 Wby aS o Sl 9 (0,l38l0,5
g s U wls Saely lawgs

Sq, Slaoliy as 5yl ) suso oul ccswl 5L 0P S Sq,y YO ygs aS 03w (sidy Jlio Ulgic @y
Wer Ol b o393 yigasolS b 51 (5B (r0 9 03,5 5L L YO wyey aS 5,05 3929 Lols LigasolS Lgl
PuS s0 o (03,5 53U |y wyss Ll aS) ol @l Ol L p,ls 83lg 5> piS s LIS

2L W)l58l0,0 plaS aSiyl 9 aiS 5b wses 1L Ll8les a4 Vol b aS sliswe giny Jlgaw 4y V>
SauS 5L @

(remote LMol ;95 ol 5l uy) aSis (guyb 5l Adlgzy aS Slaoly o aS wowl l Llg>
Slasow blo)l )3, a4 Sl aS Slaoly S g S 50 wye a4 WL aaol Gwyiows JoB8
S 5w aS plian 9 3l (SWLS H13les0 @y Mio) 55l

gy U plaS L L audl) 585 cumo wjg U Vlgisw Slaoly ax @b Sl aS pwiws U
¢ (Ulwse>

53> 5 aS telnet oS sw oslawl N g telnet sSlool a 8o o5 51 Sl Shy
P35S 39ugls Jud alud> aS o |, NC g 5,05 59>9 Jole psiwpw

CousS oslaiwl Ulgisw 15910, 95 ol 5l eS> V>

: telnet ;1 odlaiawl -\

Lpwanigis MU oS o YO WHgs (ab 51 1A, YY0, VALY o,lois au Slip U oudlgz 3
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‘telnet 194.225.184.13 25 ‘

S o O YO @y Ob; Garb 5l 9 ewiS E9ymi 1 i 53, blo,l asil a2
: nc,l oslaiwl -Y

tounngis LU couds plxl netcat b |, 1S Olod pudlgsy S|
‘nc -v 194.225.184.13 25 ‘

PuS Cuxo 4 g9 blisl )18 5l a9

PSS e \Y Uy U
ol 03050 Lo @y igawolS Wel 5 o) Eu,l 9 Ulo; aS aul pd Jiu,lS 9 wewl daytime wgl L3, oL
ol @l 103050 U9 LgisleMbl b outs oo Lings aS audlS had .aiwly yw csdus> Yool oo
5L as 5,5, wogr 4 b Ulgicso (sidg aS alil Uginly) wewl s )iguolS 5l (lux 9, w9
(b
L sgsowd 95 ol 5l Su ouS o 1AL, YY0, VALY o)loci ip 51 VY wygs U peulg> 5w V>
PG (S0

telnet 194.225.184.13 13

nc -v 194.225.184.13 13
Cowl daytime aS coig |, giwdsleo Ulgicswe VY s Sle ay wlhgiws ol s aidl
Lpgiis s Llg> o

11:35:33 AM 10/5/2002
ol 35 @ Vgome wleMbl ol Lpus,S w8l o, yuileMbl 5 ou3)S L1350 blo)l wjgy (il b als
ez yigaolS Wgl Ulos LSI adl) puiszs pwa> | sissolS Ll (suldle> Lo aS 5955w

ol Oyl b 0lozad el 0y cowl Ol 55 Gols yiguolS ool Jlio Olgic @ (bl

PSS Luxo V w9 U
Ul o aS (sond Vg S Ugase wigr 9 wosr vl o wowl echo wygy ul el
ip L SyiguolS V wyg 0 o Wio caicw,8 s Guw Uil | olod g auS s audai | acwugi
S NC L wils 135, YY0, VAL T o,lous
telnet 194.225.184.13 7
nc -v 194.225.184.13 7
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p.a.s)l.gz >

Sl VA O, 90
w8 9 05,5 s, iyl sl dilsl @ whgs ol 55058 . aiusS s finger wogy |, VA gy
wuSwis) S i 03lgils > b Lo,ai pd V) cowlosy puSisr Jolepsiwsw yogaso

(cowl oslasowl LB wher ol
5l aS au0pd oslw request S b aldioso @il 5U paSss Jolepswmsw Sy gy ol side
pioww 4 BelS (sigy) diswd on elaS «,ls account i Ol 53 aS (il o
Vs> 9 Swsw finger server (S sw U piww Sy 53 9, VA whgy aS Slaol s .(iloas login
aS V> .S oslaiwl Finger Deamon w,lic 5l Guwigicswo cwl GuSiigy Jolepsimuw Laio

onS 5850 bl wgl b uigicso Lo o 5U s (So, VA Wy

PaS Lo VA w0 U
5,5 oslaiwl aliue NC g telnet aol . 9o 5l Ww,g L 0SS o Sl (aslbew aS jgbuled
>y 9 puSais SaJolepiuww plos 5> finger oU @ JSus Hl38l0y @ VA wygr 5,90 5>
2310l 4 abgsw pigl (o sdud Aol 95 11 09Me aS 351> 399 99 S Jelepimmw
oS 1,9, blo,l router2.iums.ac.ir pewl a0 SyiguolS 55 VA Wy U plgcsw aS 2SS 559
aSsw oslaiwl [ 5uj Hheiws avw 5l Sy LIS ol Sy
telnet router2.iums.ac.ir 79
nc -v router2.iums.ac.ir 79
finger .@router2.iums.ac.ir
9> U9 @ Sy31 Hgiws (g 03 pauino W)gy oslouis ol Hgiws 95 5> aS 4GS wds
35S 585 blo)l slafus i U gwldl Ulgicsws 9 aicswe oslaiwl S uod Sl had finger

s pginiso wlg> Geiws Shxl 5l ag .auS asgi 3] eiws ,kslw 4 Los

Line  User Host(s) Idle Location
33 tty 33 whgh  Async interface 0
34 tty 34 najahan Async interface 0
35tty 35 sadf  Async interface 0
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36 tty 36 abokho Async interface 0

38 tty 38 whgh  Async interface 0
39 tty 39 bzamani Async interface 0
40 tty 40 saeedmah Async interface 0
41 tty 41 mfaizi Async interface 0
42 tty 42 gourabi Async interface 0
43 tty 43 farhadz Async interface 0
44 tty 44 arbks  Async interface 0
45 tty 45 mhalavi Async interface 0
46 tty 46 farhood Async interface 0
47 tty 47 staavoni Async interface 0
48 tty 48 whgh  Async interface 0
* 66 vty 0 idle 0217.218.84.58
Interface User  Mode Idle Peer Address

U S b olisw Cows 4 VA Wyg SeS @ aS sileMbl aS cowl il ppo WSS
(username) 1,31 oL . 0gMe dpsiww ;I v . aiw,90w 9, wleMbl il aS o)ls S)9,0w
Jiwlos | .o 9 UsS login J=o 9 wuclw L8l sS5lgils oU 9 U (aiisw 0y> Jlio cul 5> aS
b abss 5l aS cewld username coowl S yiie 9 3,15 39>9 aied aS S bl Luddw
w2l > ... 9 whghnajahan eowl 0 wCSST Lo Jbo ¢l S wcowl dsoci)l o S SO
5,00 3,9 Jg il 3990 OlSI S . ailes)S login Lol> Jls s abbgs o 5181 g 5,05 59>9 59,0
Sy bhad cowd ol e 03ls Giwlos sl ooin s)ls wolSl ol 5l Lols Jis s b
aS wlo b asSsw eSS How ool U blo)l s bew aS swls puw weowl JIed Slaes S

YY) mlp ogl.bj.o PIAG) (O

€3,95 0w Sy ax @ wlelbl il
L legal 5,,8 «dl> s aidl) cowl Enumeration J>1ho 5l wsiz> «ws,S finger aS oS gl Jol
owl U8 cod WSS oy (Enum aoMs ,gb @ L Enumeration o,le ;1 jgbhio .(sugil®
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ol Sy Sl U asS s | sygny 5l cowd S audlgsoso a6S 00,9
Jod @ (s3S aS piSese i b 3dS Srw @y aS sy Jie cw)d) sbo oy cows
ol (S username ax Sl g, By,euy ol &S ayl Jlgw VY& (laisS 5L 9 0,050
oy Cowl 0009l wows a4y Enumeration U aS wowl suld username (wlg> SauSswo
ol Gug) 9) gy Sobj slaei a2 9 S sw by <o @y Enumeration U Jol
(oS0 1321 0,8l Ywg)) JiScso

4 idy Linod o owl ol SaesSl Sw S U aal) s finger Sasy 5,8
L libguest L guest Slas,guy Abiod piSsw >y93>0 guest powl 4 wWlSl S
ool @y si6lS1 5590 55 s9buad L0s0 Llg> 8IS aS piS 80 i 9 ... 9 Myguest
ol Sl el 5y SH50 wliawso Veomo ... 9 piSww s |, demo s,9.uy demo
s S S abbgy o 39y US) pwia> aS wgoc S username

Aiiow,dcse Olouly od | Lol (sSslgilsol g oU finger sa,g,w wasy aS pisS
oslaswl Ugws 5 Sk wleMbl ¢l 51 Glbizigs b alawbo L3l I (vas Ug>
Al d4bo Agicso S swo

9 3590y Sraw Sy dudlg>cso Wio aS cowl 2890 ppo sl aidl 9 Ay 5,08 S,
Py phodao aS puSsw finger S Jgl alinod o S o ol oSl S Sy,
20 585 iy ) S £, 9, L Gl A= 9 bl 05,55 login Lol> J> ) 5,8 as
logout Jslio bbb (susy auiw osly Jiwlos finger 55 wols ouwl Ul aSus aS puS sw
(Tl 05,8

I owisow Uuplas g5 U pScswes wgigs OVl aS cowd a5 ppo Slas,lS a4 o5l
ol Ugomo jue Sas,u)lS @ pudiw; 9 b poei WBWHe G (89 p3)S (a9
PSesw loa> wgily g
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P >

Sl A O ,90
W8 g paed bl (sl wlxss) Ly Sbis wcwldw,g Guispe 51 So Ar Oy
23 pSw Cawles)s | g axas g puiiise Jog ol 4 4 (5389 Al uogi LAS s
5l a=r adl) 0,80 9, wleMbl g s Joog sisaolS Wgl A+ Wjgy @ syl L3590 83l9
wleMbl aS 168 Wl - 03 5w UGt Axbo A Wygo A 9 LS 8w yeandi 9, Ul wleMbl 18,3

(owl HTML & Sy S wjg0 @ g8l 5>

PuiS G Ne )90 U
NC g telnet SoS @ (g pusS o HigaolS S A wye b pudlgs o bo V>
LU hotmail.com wulw Sl Min) ewsS [03,0 A+ oy U (Jlail) connection a4 3L Jsl
(g
telnet www.hotmail.com 80
nc -v www.hotmail.com 80
9 0391 NC 5l oslaiwl placog ainwod o ouS oslaiwl | YU whgiws 51 Sy 1L Jsl L
Sy Adlgs
Ugow ywlauss 9 pScso Ugily alo> U 9> Med oo owiS Ar wygn b cuxo @ g9t 3L V>
pangiswo o aS (silhgiws (NC @) wuli U A+ ©je U LIS 990 aS auS @ds sy aswlg
S sw LS (g dgcswos ol Giuglos
Enter Ug> wiss 9 GET / HTTP/1.0 a4yl alo> ol -)
A Oy @ ddo> Gl 5515 59>9 alold ccnwl GET 5l asy aS s/ Wb 95 .auS wds alold a
Lpgini o Wlg> 9 .00 Ugiu «o,ls header ;> (s>, aS aS 5w
HTTP/1.0 302 Moved Temporarily
Server: Microsoft-I1IS/5.0
Date: Thu, 05 Dec 2002 12:02:51 GMT
Location: http://Ic2.law5.hotmail.passport.com/cgi-bin/login
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